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Abstract—1In this paper, we focus on two properties related
to the privacy of partially observable discrete event systems:
state-trajectory opacity and initial-state opacity. Both properties
are trajectory-dependent, meaning that if a trajectory violates
the property, all of its continuations will also violate it. Our
contribution lies in demonstrating that the verification of these
two properties can be addressed using the notion of fault
diagnoser. Specifically, we define two ad hoc automata — one for
each property — and show that, by analyzing their respective
diagnosers, the properties can be verified. While the complexity
of our method is the same as that of other state of the art
procedures, our approach opens the door to tackling complex
problems by combining approaches developed within two areas
of opacity and diagnosis.

I. INTRODUCTION

Opacity is a fundamental security property of discrete
event systems (DES) that prevents external observers from
inferring sensitive information about the system’s behavior.

The literature distinguishes four primary variants—current
state opacity (CS0O), initial state opacity (ISO), K-step opac-
ity, and infinite-step opacity (INSO)—each defined in both
weak and strong forms; detailed definitions and theoretical
foundations are provided in [7], [8].

In this paper, we propose a framework that converts opac-
ity analysis into a fault-diagnosis problem, addressing the
strong version of both infinite-step opacity and initial-state
opacity. However, we prefer to call state-trajectory opacity
the property known in literature as infinite-step opacity. In
fact, this property is concerned with the past state trajectory
of the system which can be arbitrarily long but is always
finite. In the following when no confusion arises, we will
omit the term ’strong’.

Ma et al. [8] first formally provided the definition of
(strong) infinite step opacity (00-SO) and proposed an oo-
step recognizer for verification, with an algorithm complexity
of O (22X . |E,|). Li et al. [10] verify co-SO for NFAs by
building a verifier to check if ’safe’ (non-secret-revealing)
state estimates always persist for any observation sequence,
achieving this with O(22/X! . |E,|) complexity. Han et al.
[11] verify co-SO by checking the absence of any state of
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the form (-, () within their previously proposed concurrent-
composition structure, the construction of which has a time
complexity of O ((|Z,||Suo| + [Z])| X [221X).

Saboori and Hadjicostis [2] verify ISO using an observer
with space complexity O (2% ‘2). Wu and Lafortune [4] pro-
poses verifying ISO by constructing an observer (called G -
based ISE) of the reverse automaton G g, with a worst-case
complexity of O (2|X |). Balun and Masopust [7] establish
that ISO with a single observable event is NL-complete.

Opacity and fault diagnosis share fundamental theoretical
connections, as established in the literature. Lin [3] demon-
strated that diagnosability can be formulated as a special case
of the opacity problem through appropriate parameterization
of system models. Building on this relationship, Lafortune
et al. [5] characterized opacity as a strengthened variant of
non-diagnosability. Our research leverages this theoretical
equivalence by reformulating opacity verification within the
fault diagnosis paradigm. Although our algorithm does not
improve computational complexity, its practical advantages
are evident in implementation. We are able to apply well-
established diagnostic methodologies and analytical tools,
and a notable advantage of our framework is its elegant
handling of complex opacity scenarios: multiple disjoint or
hierarchically structured secret sets Sy, S2,... can be effi-
ciently encoded through dedicated fault markers f; for each
classification category, with all markers processed through a
unified observer architecture.

Our main contributions are summarized as follows.

1) We consider infinite-step opacity which we prefer
to rename, more intuitively, state-trajectory opacity.
Replacing each event labeling a transition inputting
into a secret state with a new fault event, we can
leverage on the fault-diagnosis method — monitor —
recogniser — diagnoser — to verify state-trajectory
opacity with time-complexity O (|Eops| - 221X!) and
space complexity O (221X1).

2) To check initial-state opacity, we first build a new
automaton that has a unique start state. From the new
start state, we add unobservable transitions going to
all previous initial states, marking only those going
to secret states as faults. The standard diagnoser for
this modified automaton efficiently decides initial-
state opacity with complexity O(22(XI+1)  as both
the plant and its monitor now share a unique start
state, making their synchronous composition simple
and efficient.

We believe this approach can naturally lead to adapt



tools developed for diagnosis to opacity enforcing for both
properties. As an example, in [13] we have shown how a
joint diagnoser can be used to determine how an attacker
can modify the diagnosis state and potentially endanger the
diagnosability of a plant. This approach can also be adapted
to opacity enforcing, assuming the “attacker” is an operator
which “edits” the observation of an intruder monitoring the
plant to mislead it.

II. BACKGROUND

A partially observed automaton is a non-deterministic
finite automaton (NFA) composed by a deterministic finite
automaton (DFA) and an observation mask M. The basic
notions are here recalled.

A deterministic finite automaton describes a discrete-event
system with the structure reported in Definition II.1.

Definition II.1 (Deterministic finite automaton). A determin-
istic finite automaton (DFA) is a four-tuple G = (X, E, 6, x)
where:

o X is the finite set of states;

o I is the finite set of events called alphabet;

e 0: X X E— X is the next-state transition function;

o xo € X is the initial state.

Note that transition function ¢ may be partially defined,
ie., d(z,e) may not be defined for some state x € X
and event e € E. We also consider an extended transition
function 0 : X x E* — X defined as follows: for all x € X
§*(x,e) = x and 6*(z, se) = 6(6*(x, s),e) where s € E*
and e € E.

Given a DFA G = (X, E, §, zg), the generated language
of GG is the language

L(G) = {s € E*|§(xo, s) is defined}.

Furthermore, we use the notation L(G, x) to denote the set
of words generated starting from an arbitrary state x € X,
namely

L(G,z) = {s € E*|6(x, s) is defined}.
Finally, given a subset of states Y C X, we denote as

L(G,Y) =] L(G,x)

€Y

the language generated from Y.
We consider partially observed systems consisting in a
DFA with an observation mask M : E — E,, U {c}.

Definition IL.2 (Observation mask). Given an alphabet E
and a subset of events E,s C E, a mask is a function
M : E — Egps U{e} such that for events e € Eyps holds
M(e) =e.

The mask partitions the set of events as £ = E,ps UE,. U
FE.,., where:

e events in F,,, are called observable events;

o cvents e € FE,.; are such that M(e) € Eyps and are
called relabeled events;
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Fig. 1. A DFA G partially observed through mask M(a) = a,
M(b) = b, M(a1) = a and M(u) = € (top); the corresponding
DFA G (bottom).
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Fig. 2. A DFA G partially observed through mask M.

« events e € E,, are such that M (e) = ¢ and are called
unobservable events.

Given a DFA G partially observed through a mask M, we
denote Gj; the new automaton obtained by relabeling each
event e € F with M(e) as in Fig. 2.

Formally, a non-deterministic automaton is defined as
follows.

Definition I1.3 (Non-deterministic finite automaton). A non-
deterministic finite automaton (NFA) is a four-tuple G =
(X, E, A, xg) where:

o X is the finite set of states;

o I is the alphabet;

e AC X X EU{e} x X is the transition relation;

o xo € X is the initial state.

The generated language of NFA G); corresponding to a
DFA G partially observed through mask M is the set of
words:

L(Gu) = {w € Egs | (3s € L(G)) w = M(s)}.

Example II.1. Fig. 1 (top) shows a DFA G with E =
{a,a1,b,u} and Eys = {a, b}, By = {a1} and E,,, = {u}
with M (ay) = a. The corresponding NFA G/ is shown in
Fig. 1 (bottom).

According to Definition II.3, in an NFA we write
(z,e,2') € A to denote the transition going from state z
to state x’ via event e. The same notation can be used for a
DFA and we write (x,e,z’) € § to denote that §(x,e) = 2.

Definition I1.4 (Concurrent composition for DFA). Letr G' =
(X', E', ¢, xp) and G" = (X", E",8",x() be two DFAs.



Their concurrent composition is the DFA G = (X, E, 6, xq)
that generates language L(G) = L(G") || L(G") and:
e event set E=FE UE";
o state space X C X' x X"';
e initial state xo = (x(), (),
o transition function § : X x E — X defined as follows:
for x = (a',2")

(@,2") ifec E'\E" 8 e) =3
l:fe € E// \ El/,é‘//(l_//’e) — i”
ifee B'NE",

6’(.’1’;/,6) — j/,(s//(l‘//7e> — .'i'”

undefined otherwise.

III. STATE ESTIMATION AND DIAGNOSIS FOR PARTIALLY
OBSERVED DFA

The evolution of a system is given by sequences of
consecutive events, called runs.

Definition III.1 (Run). Given a DFA G = (X, E,d,x9), a
run of length k is a sequence of states and transitions:

€1 €2 €k

Z(0) Z(1)

L(k)

where: for all i = 0,....k it holds that x; € X and for
all i = 1,...,k it holds that x(;y = §(x(;_1),e;). This run
produces word w = ejes...ey, starting from xo and reaching
Tk.

Example III.1. Example of runs for the automaton G in
Fig. 1 are:

b a ax
o I ) I3

generating word s = baa; which brings the system from
state xo to state x3 and run

b a u a
Zo x 5 X1 X2

which brings the system from state zy to state xa. Note
however that these runs produce the same observation w =
baa.

This means that the observation produced by a partially
observed DFA does not always allows one to reconstruct
with certainty the run that generated it, and, consequently,
the state reached.

Definition IIL.2. Given a DFA and mask M, it is possible
to define the set of sequences consistent with observation
we B as:

S(w) = {s € L(G)|M(s) =w} = M~ (w) N L(G)
and the set of states consistent with observation w as:
X(w) ={6(z, s)|s € S(w)}
Definition I11.2 is better explained through Example II1.2.

Example IIL.2. Consider again the partially observed DFA
G in Fig. 1. Given observation w = baa, the set of consistent
sequences is S(w) = {baay, baua,bauau} and correspond-
ingly the set of consistent states is X'(w) = {x1,z2, z3}.

a b

N0

b a a
> X > T > L1, T2 L1, T2, T3 > T3
Yo 1 Y2 Ys Ya
Obs(G)

Fig. 3. Observer Obs(G) for partially observed DFA G in Fig. 1.

A. State estimation with an observer

This motivates the definition of observer which is a DFA
equivalent to a partially observed NFA.
For this purpose, it is possible to develop the observer of the
considered automaton, as reported in Definition III.3.

Definition IIL.3 (Observer). Let G = (X, E, §, z¢) be a DFA
partially observed through a mask M : E — Eq,sU{e}. The
observer Obs(G) = (Yobs, Eobs, Oobss Yo,,.) iS a DFA such
that:

o Yoo C 2X: meaning that each state of the observer is
a subset of states of G;

o L(Obs(G)) = M(L(Q)): the language of the observer
coincides with the set of possible observations produced
by G;

o forall we M(L(G)): ¢ = dobs(Yo,,., W) =
X(w), the state reached in Obs(G) by an observation
w coincides with the set of states in G consistent with
w.

We refer to the book by Cassandras and Lafortune [9],
as well as some of the references therein, for the algorithm
used to construct the observer.

The observer for the partially observed DFA G in Fig. 1
is shown in Fig. 3. As expected from Example III.2, given
observation w = baa it holds that d,ps(yo,,.,baa) =
{z1, 22,23} = X(Ww).

obs

B. Fault diagnosis with a diagnoser

Diagnosis is a process that verifies the occurrence of faults
during the evolution of the system. A fault is modeled as
a transition which in our approach may or may not be
observable.

The diagnoser [1] is defined as follows.

Definition III.4 (Diagnoser). Let G = (X, E,d,z9) be a
DFA partially observed through a mask M : E — E,,sU{e}
and let By C I be a set of fault transitions. The diagnoser
Diag(G) = (Yaiag, Eobs; Odiags Y04,0,) is @ DFA such that:

e Yiiag C 2XX{N.F} i e each state of the diagnoser is
a subset of pairs (x,d) where x € X is a state of G
and d € {N,F};

o L(Diag(G)) = M(L(Q)): the language of the diag-
noser coincides with the set of possible observations
produced by G;

o for all w € M(L(QG)) with ¢ = dobs(Yo,,.,w) it holds
that (x,N) € q (resp., (z,F) € q) iff there exists a
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Fig. 4. Fault monitor FM, recognizer Rec(G) and diagnoser

Diag(G) for DFA G in Fig. 1 with Ey = {a1}.

string s € S(w) that does not contain (resp., contains)
a fault event in Ey and 6(x¢, s) = .

An algorithm for the construction of the diagnoser has
been proposed in [1] and referred to in most of the literature
[9]. In this paper we follow a different approach that is based
on the notions of fault monitor and fault recognizer.

Definition IIL.5 (Fault monitor). Given an alphabet E and
a set of fault events Ey C E, a fault monitor is the DFA
FM = (XM, E, 5]y], JZJW’Q), with:
o set of states Xy = {N, F'};
o initial state xpr0 = N;
o transition function 0y @ Xy X E — Xy such that:
- (5M(N,€) =Nife EE\Ef,
- 5M(N,e) =Fifeec Ef,
- opy(F,e) =F foralle € E.

Fig. 4 shows the fault monitor FM for DFA G in Fig. 1
with set of fault events E;y = {a;}.

Definition IIL.6 (Fault recognizer). Given a DFA G with al-
phabet E and a set of fault events Ey C E, let FM be its fault
monitor. The fault recognizer for G is Rec(G) = G||FM,
where || denotes the concurrent composition operator.

This automaton has alphabet E and generates language
L(Rec(@)) = L(G), with structure:

o set of states Xp C X x {N, F};

e initial state xgy = (xg, N);

o transition function 0 : Xp X E — XRg.

In simple words, the states of Rec(G) can be of two types:
(z,N), with x € X, if the fault has not occurred while
reaching x; (z, F'), with € X, if the fault has occurred
while reaching x.

Finally, the diagnoser can be computed as the observer of
the partially observed system composed by Rec(G) observed
through a mask M. This result is formalized by Proposition
III.1 whose proof follows from the definitions of monitor,
recognizer, and diagnoser.

Proposition I11.1. [/2] Given an automaton G with alphabet
E and a set of fault events Ey, let Rec(G) be its fault
recognizer. Assume events in G — and hence in Rec(G)
— are partially observed through mask M.

The diagnoser of G according to Definition I11.4 can be
computed as Diag(G) = Obs(Rec(Q)).

Example IIL3. The fault recognizer Rec(G) and the diag-
noser Diag(Q) for the partially observed DFA G in Fig. 1
with Ey = {a1} are shown in Fig. 4.

IV. STATE-TRAJECTORY OPACITY

Before introducing the notion of state-trajectory opacity,
let us formalize the notion of state-trajectory.

Definition IV.1 (State trajectory). Let G = (X, E, 6, x¢) be
a DFA. Consider a generated string s = eyes...e;;, € L(G)
and assume it is produced by a run

ek

Z(0) Z() L (k)

where x o) = xo. We define state trajectory of s, traj(s) =
{z@)|i = 0,...,k}, the set of states that belong to the run
that produces s.

The notion of state-trajectory opacity can now be formal-
ized.

Definition IV.2 (State-trajectory opacity). Let G =
(X, E,0,x0) be a DFA partially observed through a mask
M and let S C X be a set of of secret states.

System G is state-trajectory opaque w.r.t. S and M if for
all s € L(G) such that traj(s) NS # 0 there exists another
string s' € L(G) such that traj(s') NS =0 and M(s) =
M(s").

In plain words, a system is state-trajectory opaque if, for
any possible evolution of the system, the intruder can never
infer if the system currently is, or has been in the past, in a
secret state.

As mentioned in the Introduction, state-trajectory opacity
coincides with (strong) infinite-step opacity introduced by
Ma et al. in [8]. In this paper, we prefer to rename this
property because we want to better emphasize the fact that
it is trajectory-dependent, meaning that if a trajectory violates
the property, all of its continuations will also violate it.

A. Verification of state-trajectory opacity

In this paper we show that the problem of state-trajectory
verification of a partially observed DFA G may be converted
into a reachability analysis problem in the diagnoser of G
obtained assuming as fault events all the events entering a
secret state.



In the following we assume, without loss of generality,
that xo &€ S. In fact, if ¢ € S no further analysis is needed,
since the plant is obviously not state-trajectory opaque.

Definition IV.3 (Relabeled automaton for state-trajectory

opacity). Let G = (X, E, §, z¢) be a DFA partially observed

through a mask M and let S C X be a set of secret states.
The relabeled automaton for state-trajectory opacity

Gsto = (X; Estoa 6st07 .’1?0)

with mask Mg, and set of fault transitions Ey can be
constructed with the following procedure.
1) Ef = (Z), 65150 = (S, Msto = M,'
2) for (z,e,x’) €6,
if 2/ € S then
1. Ef = Ef U {ef};
il Osto := (dsto U{(x,ef,2")}) \ {(z,e,2")};
iti. Mgo(ey) := M(e).
end if
end for
3) Ego:=EUE;.

To construct the relabeled DFA G, each event e labeling
a transition in G inputting into a secret state is changed into
a new event ey with My,,(ef) = M(e). The set of new
events Ey is the set of fault events.

Theorem IV.1. Ler G = (X, E,d,x0) be a DFA partially
observed through a mask M and let S C X be a set of
secret states.

Consider the relabeled DFA G, = (X, EUE}, 510, T0)
be as in Definition IV.3 with mask Mg, and set of fault
events Ey.

System G is state-trajectory opaque w.rt. S and M if and
only if in the diagnoser Diag(Gg,) there exists no state
which only contains pairs with label F.

Proof: The result follows by the definition of diagnoser:
if there exists a state of Diag(Gg,) that only contains pairs
with label F', it means that all the observations leading to
such a state of Diag(Gsy,) correspond to runs in Gy, that
contain events in Ey. By definition of G, this is equivalent
to saying that all such runs pass through some secret state.

On the other hand, if no state of Diag(G ) only contains
label F, it means that there exists no state of Diag(Ggt,)
that can be reached only by observations produced by runs in
G sto involving events in Ey. This implies that there exists no
observation of GG that only corresponds to trajectories passing
through secret states. O

The verification procedure runs in O (|Eobs| . 221X ‘) time
and O (ZQ‘X |) space, which is exponential in the size of
the original state set — as is unavoidable for observer-based
opacity or diagnosability problems.

Example IV.1. Consider partially observed DFA G =
(X, E,d,x0) in Fig. 5. The alphabet is divided into F,ps =
{a} and E,, = {u}, and the set of secret state is S = {z3}.

i) Ty

Fig. 5. DFA @ in Example IV.1.

The relabeled automaton G, is obtained from G re-
labeling the transition (z7,u,23) entering the secret state
as (z1,ur,x3). The relabeled automaton has set of fault
events Ey = {us} and set of unobservable events Fg, o =
{u, uy}. This automaton and the corresponding fault monitor
FM are shown in Fig. 6. The fault recognizer Rec(Gg0) =
Gsto||FM is also shown in the same figure.

The last step to verify state-trajectory opacity consists in
computing Diag(Gt,) = Obs(Rec(Gsto)), wWhich is shown
at the bottom of Fig. 6. By Theorem IV.1, we conclude that
that G is not state-trajectory opaque, since the diagnoser
contains state yo = {(z5, F)}.

V. INITIAL STATE OPACITY

In this section the focus is on initial-state opacity. We first
recall the initial-state opacity definition, then we show how
the diagnoser may be used to verify such a property.

Definition V.1. Let G = (X, E, 6, Xo) be a DFA' whose
initial state is known to belong to a given set Xy C X. Let
G be observed through a mask M, and let S C X be the
set of secret initial states. System G is initial-state opaque
(ISO) w.r.t S and M if

Vs € L(G,S), 3s' € L(G, Xo \ S) : M(s') = M(s).

Analogously to state-trajectory opacity verification, we
convert the problem of initial-state opacity verification into
a reachability analysis problem in the diagnoser of a new
automaton. In this case the new automaton is called modified
automaton for initial-state opacity, it is denoted as G5, and
is computed in accordance with the following definition.

Definition V.2 (Modified automaton for initial-state opacity).
Let G = (X, E, 6, Xg) be a DFA partially observed through
a mask M and let S C X be a set of secret states.

The modified automaton for initial-state opacity

Giso = (Xism Eism 6iSO7 xstart)

with mask M;s, and set of fault transitions E; can be
constructed with the following procedure.

l) Xiso =XU {xstart};

2) Eiso =FU {uNa ’U/S};

The notation G = (X, E, §, Xo) where Xo C X is not a singleton, is
used to denote an automaton which is structurally deterministic but whose
unknown initial state may take values in the set Xo, as is the case in the
context of initial-state opacity.
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Fig. 6. Relabeled automaton G, and its fault monitor FM,

recognizer Rec(Gsto) and diagnoser Diag(Gsto) in Example IV.1
for verifying state-trajectory opacity.

3) Ef ={us}k
4) 52’50 = 5: Miso = M;
5) for x € S,
61'50 = 6iso U {(xstarty us, JJ)},
end for

6) for x € Xy \ S,
0iso = 0iso U {(Tstart, un, z)};
end for
7) Miso(uS) =g Miso(uN) = €.

To construct the modified DFA G;,, we add a new state
Tstqre connected to each secret initial state by a transition
labeled u g, and to each non-secret initial state by a transition
labeled wuy. The new state x4+ becomes the unique initial
state. The two new events ug and up are unobservable. The
set of fault events 'y contains only event ug.

Theorem V.1. Let G = (X, E,0,X,) be a DFA partially
observed through a mask M and let S C X, be a set of
secret states.

the DFA Giso =

Consider modified

a N a

T b T T

Fig. 7. DFA G in Example V.1.

(Xisos Fisos Oisos Tstart) as in Definition V.2 with mask
M;so and set of fault events Ey.

System G is initial-state opaque w.r.t. S and M if and only
if in the diagnoser Diag(Giso) there exists no state which
only contains pairs with label F.

Proof: The result follows by the definition of diagnoser
and the procedure used to construct G, if there exists a
state of Diag(G,s,) that only contains pairs with label F, it
means that to all the observations leading to such a state of
Diag(G;s,) it correspond runs in G, that contain events
in E¢. By definition of G';4,, this is equivalent to saying that
all such runs visit a secret state as soon as the initial state
Tstqrt has been left at the very beginning.

On the other hand, if no state of Diag(G s, ) only contains
label F, it means that there exists no state of Diag(Gsto)
that can be reached only by observations produced by runs
involving events in Ey. This implies that there exists no
observation of GG produced only by runs starting from a secret
state. L]

Example V.1. Consider the DFA G = (X, E, §, Xy) in Fig. 7
where Xo = X, i.e., there is total uncertainly about the
initial state. The alphabet is divided in Eqs = {a,b} and
Euo = {u}, and the secret state is S = {x2}.

The modified automaton for initial-state opacity G;s, is
reported in Fig. 8. It has been obtained from G adding the
new state Xgiqrt and the three transitions (Tsiart, UN,Zo),
(Tstart, un, 1), and (Tspare, s, T2). The set of fault events
for Giso is Ey = {ug}, while E;5, = {a,b,u,un,us}
leading to the fault monitor FM the same figure.

The recognizer Rec(Gis,) with unobservable events
FEisoo = {u,un,ug} and the diagnoser Diag(Gis,) are
also shown. In the diagnoser there exist states that only con-
tain pairs with label F', namely states ys and yg. Therefore,
we conclude that G is not initial state opaque w.r.t. the secret

S.

VI. CONCLUSIONS AND FUTURE WORK

This paper focuses on two opacity properties for dis-
crete event systems under partial observation: state-trajectory
opacity and initial-state opacity. Both properties have already
been considered in the literature, and methods for their
verification have been provided. In this paper, we propose
alternative verification methods based on the notion of fault
diagnoser.

In more detail, we introduce two new automata with their
respective observation masks, called the relabeled automaton
for state-trajectory opacity and the modified automaton for
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Fig. 8. Modified automaton Gs, and its fault monitor F'M,

recognizer Rec(Giso) and diagnoser Diag(Giso) in Example V.1
for verifying initial-state opacity.

initial-state opacity. The alphabets of these automata are
partitioned into faulty and non-faulty events. Based on these
partitions, fault diagnosers are constructed. We show how the
verification of the two opacity properties can be carried out
by analyzing the states of these diagnosers.

Although the complexity of the proposed verification
method is exponential in the number of states of the origi-
nal automaton —- similarly to previous approaches in the
literature —- we believe that this method may be useful
in addressing more complex problem formulations. In fact,
the diagnoser contains additional information that is lost in
other verification tools. This additional insight may enable
the solution of opacity enforcement problems and opacity
verification under attack, which are particularly challenging
in the context of cyber-physical systems.
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