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Abstract—Formal verification of PLC programs requires trans-
forming control logic into a mathematical model. Since PLC
languages lack a formal semantics, multiple transformation
methods exist, based on various code interpretations. This work
introduces a novel approach leveraging Single Static Assignments
(SSA) to ensure a faithful PLC code transformation while
enhancing model checking scalability. By systematically tracking
variable assignments, the method accurately captures execution
dependencies and preserves control logic. Experimental results
demonstrate promising improvements in verification efficiency.

I. INTRODUCTION

Programmable logic controllers (PLC) are key components
in automated systems, overseeing complex processes that de-
mand rigorous testing and validation. Ensuring the correctness
of PLC programs is crucial, as the duration and complexity
of testing phases, such as Factory Acceptance Tests (FAT),
can significantly delay system deployment and increase project
costs. Minor design errors or overlooked scenarios may require
extensive rework, further prolonging commissioning times and
impacting operational efficiency.

The IEC 61131-3 standard defines five PLC programming
languages: Instruction List (IL), Structured Text (ST), Sequen-
tial Function Chart (SFC), Function Block Diagram (FBD),
and Ladder Diagram (LD). While this variety provides flexi-
bility, low-level languages such as IL (deprecated) and certain
ST constructs are error-prone. The IEC 61508 standard, which
emphasizes system verification for safety assurance, highlights
that textual languages offer precision and clarity, whereas
graphical languages like FBD and LD facilitate compliance
by making program structures visually explicit and easier
to verify. Conventional testing and simulation methods help
detect design errors but do not guarantee full test coverage,
as required by Clause 7 of IEC 61508-3. Formal verification
has emerged as a key approach to addressing these challenges.
Since the first attempts in 1994, where Ladder programs were
analyzed using McMillan’s SMV formalism, research efforts
have explored various techniques such as model checking [1],
[3], [4], [6], [7], [11], [12], [15], [18], [20]–[22], [25], [26],
[28], theorem proving [16], static analysis [5], [6], [8], [14],
[23], and more recently, Satisfiability Modulo Theories (SMT).

However, a fundamental scientific issue persists: PLC pro-
gramming languages, as defined by industrial standards, were
not originally designed with formal semantics. This lack of
a standardized formal foundation complicates the consistency
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and applicability of verification methodologies. The process of
formal verification requires a formalization step, where each
PLC program is translated into a mathematical model through
a set of transformation rules. These rules, often embedded
inside opaque proprietary tools, vary widely across implemen-
tations, leading to inconsistencies in analysis. Consequently,
a fundamental challenge arises: (1) ensuring that what we
code is accurately simulated, (2) ensuring that what we code
is precisely what is formally verified, and (3) ensuring that
what we code is faithfully executed on physical devices. While
industrial tools partially address (1) and (3), challenge (2)
remains a critical gap requiring innovative solutions.

This work focuses on addressing this gap by leveraging
model checking with a particular emphasis on NuSMV, a tool
that combines a powerful modal logic specification language
and efficient verification engines (symbolic and SAT-based).
Conducted in collaboration with Schneider Electric, this re-
search aims to enhance the formalization of PLC programs to
improve the accuracy (challenge 2) and scalability of model
checking approaches. A declarative formalization emerges as
particularly promising, demonstrating promising performance
metrics, supporting a substantial subset of PLC languages, and
aligning closely with NuSMV’s symbolic framework.

The following sections present the state of the art in
PLC program formal verification and introduce a new formal
modeling approach for ST programs, which can be applied to
other languages such as LD and/or FBD.

II. STATE-OF-THE-ART

A. Preliminaries

The model checking approach is defined on a state/tran-
sition formal model. The Mealy finite state machine (FSM)
model [19] is particularly well-suited, as it can explicitly the
system outputs alongside inputs and states. Moreover, Mealy
FSMs can represent purely combinational behaviors, which are
frequent in PLC programs:
M = ⟨X,S, S0, O, δ, λ⟩ , where:
• X is a finite set of Boolean input variables;
• S is a finite set of state variables;
• S0 is an initial valuation of all variables in S;
• O is a finite set of output variables;
• δ is a set of transition functions, one for each state

variable in S;
• λ is a set of output functions, one for each output variable

in O;
Bounded integer variables are actually handled natively by
the NuSMV model checker via their Boolean representation.



Hence, the without loss in generality, this work focuses
exclusively on Boolean variables.

1. initialize variable S0;
2. for each period do;
3. read input variable X;
3. compute values of S : S′ := δ(S,X);
4. assign values of O : O := λ(S,X);
5. assign S := S′;
6. end;

Fig. 1. PLC reactive loop

Each PLC program must be formalized as a model M
to enable model checking. Given that PLCs operate in a
cyclic, reactive manner, formalization through Finite State
Machines (FSMs) appears well-suited. Specifically, Mealy
FSMs are considered appropriate, as they naturally integrate
inputs, outputs, and state transitions, key characteristics of
PLC execution. Unlike Moore FSMs, where outputs depend
solely on the current state, Mealy FSMs allow outputs to vary
dynamically based on both state and inputs, aligning closely
with PLC behavior. Consequently, each PLC cycle is modeled
as a single transition in the FSM representation. However,
a fundamental requirement of this formalization is ensuring
bounded execution within a sampling period, as illustrated
in Fig1. This is typically feasible in PLC scheduling but
may be compromised by algorithmic constructs found in the
ST language, such as unbounded loops, jumps, and variable-
bound iterations. The IEC 61131-3 standard prohibits recur-
sion, mitigating some risks, but structured handling of control
flow remains critical. Despite its advantages, the FSM-based
formalization introduces a trade-off: the granularity of states
and transitions must be carefully managed to prevent state-
space explosion, which could hinder verification scalability.
The remainder of this section provides an overview of previous
research on PLC program formalization and its integration
with model checking approaches.

B. Related works

It can be noticed that PLC programs are formalized accord-
ing to various interpretations and verification needs. Two main
approaches of PLC program formalization can be observed in
the literature:

- intra-cycle approach: each line of code is modeled as a
state, and the resulting FSM representation embodies a
control flow graph.

- inter-cycle approach: the program’s variables define its
state. More specifically, all variables featuring a side
effect between two successive PLC cycles embody the
program state. The end of a cycle is synonym of com-
pletion of a transition.

Darvas et al. [11], [12], as well as Adiego et al. [1], [3], [4]
have contributed to the development of PLCVerif, an open-
source tool for formal verification of PLC programs using
model checking, with several tools such as NuSMV [10],

Theta [27] and CBMC [17]. The approach developed focuses
initially on ST program formalization. IL and textual LD are
also tackled. The underlying formalization approach is intra-
cycle: it involves modeling each line of code as a state in a
target transition system. Program variables are assigned along
the transitions

Pavlovic et al. [22] propose to model check IL programs
using NuSMV. The formalization is achieved according to an
intra-cycle approach. It produces state variables from software-
specific variables such as Boolean and integer variables,
hardware-specific variables including CPU registers such as
accumulators and stacks, and program counters. The initial
state is defined as the initial valuation for all variables, whether
they are software or hardware variables, as well as program
counters. Finally, a transition relation models the evolution of
all the states.

They also propose a verification approach for FBD pro-
grams [21]. Since the FBD language is a restricted form
of graphical representation of the low-level IL language, it
can be represented textually. FBD programs, are translated
into a textual format called textFBD, which can be fed to
NuSMV. Connections between the graphical FBD elements
are represented in the textual file by special variables called
“circuit variables”. To avoid excessive use of circuit variables,
which significantly increase the state space, the textual format
is optimized by omitting them and producing tFBD programs,
which are finally fed to NuSMV for verification.

Rawlings et al. [25], propose a formal modeling approach
for hybrid systems, featuring both continuous time and dis-
crete time behaviors. The discrete behavior is verified using
NuSMV. The formalization focuses on ST programs. States
are represented as vectors, where each vector component
corresponds to a program variable. Transitions between states
are modeled as state variables evolutions and are determined
by program assignments and conditions. Data dependencies
within a PLC cycle are handled, which means that not all
program variables are modeled as state variables, making this
approach inter-cycle. The authors also advocate the use of a
labeled finite transition system (LTS) as a user-friendly design
tool. LTSs are designed using ST. These methods are imple-
mented in one tool: st2smv for translating ST programs into a
formal model. Combinational explosion is handled using both
the native heuristics of the model checker and by manually
constructing model abstractions prior to the verification.

Zhou et al. [28], adopt a mapping method to model a
PLC program written in ST. They establish a correspondence
between the syntax of the PLC program and that of CSP#,
which then serves as the entry point to the language-specific
model checker. The translation follows syntactic rules and pro-
duces CSP# code in a denotational manner. They also enable
verification of other languages using ST as an intermediate
(pivot) language.

Niang et al. [20], translate programs written in LD and
SFC into algebraic equations. These equations are represented
using networks of timed automata fed to the UPPAAL model
checker.



Similarly, Lampérière-Couffin et al. [18], conduct an anal-
ysis on the most common approaches to formalize a program
developed in either LD or SFC. Their analysis reveals that
the behavior of LD programs can be represented either by an
intermediate step, translated into SFC or Petri nets before for-
malization, or directly modeled using temporal logic formulae.

Smet et al. [26] formally describe the behavior of PLC
programs for different PLC languages. SFC programs are
modeled using transition systems. Each transition is triggered
by specific events or conditions and may result in a change in
program variables. LD programs are formalized from a textual
representation. The program behavior is described following
an intra-cycle approach, using a transition system. Transitions
may correspond to evaluating an instruction or modifying the
values of variables in the program. ST programs are formalized
following a FSM-based approach. Each element of the ST
program, such as value assignments to a variable, conditions
or loops are described using a simple automaton. These simple
automata are then assembled into a global representation. The
result is reorganized in order to form action sequences. Finally,
composition and reduction rules are applied to build the tran-
sition system. These rules allow extending the automata and
combining them to represent the complete program behavior
which is fed to the Cadence SMV tool.

Rausch and Krogh [24] propose an intra-cycle formalization
method, modeling each PLC cycle as a sequence of states.

Gourcuff et al. [13] propose an improved formalization tech-
nique, based on an advanced analysis of ST code. Variables are
identified as either relevant or non-relevant through a process
identifying static and temporal dependencies in the ST code,
which is transformed according to an inter-cycle approach, so
that in only contains relevant variables and their expressions
which only depend on both input and relevant variables.
Output assignments also depend exclusively on input variables
and relevant variables. The size of the resulting NuSMV code
is drastically reduced in comparison with other approaches.

Adiego et al. [2] propose a complete framework for verify-
ing industrial-sized PLC programs. ST and SFC programs are
both supported and translated to either nuXMV or UPPAAL.
SFC programs are assumed to represent finite state automata
(without the parallel branches), which is why they are formal-
ized in a straightforward manner. ST (alias STL) programs are
formalized according to a set of syntactic rules assuming that
all variables are included in the global resulting FSM model.

C. Discussion

A synthesis of the various research efforts studied above
can be done according to three axes.

1) Language support: Most research works examined are
mainly focused on ST and LD, followed by SFC. It is notewor-
thy that the most used programming language in the studies
above is ST. One probable reason is that textual languages such
as ST are quite natural and easy to analyze, as highlighted by
Ovatman et al. [32]. IL is supported only marginally. This
restricted support is due to the deprecation of IL, on one

hand, but also to a growing focus towards certified safety-
critical PLCs. Certifications require, besides special hardware,
a remastered design process which excludes error-prone PLC
languages, with a drastic limitation to LD for certain vendors.

While LD natively provides a safe design framework, such
a limitation seems excessive. Indeed, for the sake of design
flexibility and most of all providing the adequate insight on
a program, ST and SFC are complementary to LD. Typically,
LTS models are very useful design artifacts, hard to model us-
ing LD. A promising compromise would advocate the adoption
of language subsets which exclude error-prone constructs. For
instance, exclude jumps and potentially unbounded constructs
such as the while loops from ST. This is equally beneficial for
applying model checking: most inter-cycle FSM formalization
approaches presented above require such restrictions.

2) Verification performance: Model checking performance
is strongly impacted by the internal FSM representation of the
program at hand. There are ways to improve this performance,
but still, the model checking technique does not scale well
in general. Still, one way to enhance its performance is
the reduction of the number of state variables. To address
the combinatorial explosion problem, most studies resort to
abstraction techniques, which are effective in reducing the
state space. However, this approach may overlook crucial data,
which can lead to false negatives.

In this context, intra-cycle formalization approaches are
penalized: the longer the ST program, the more states in
the CFG (Control Flow Graph), and the more complex the
switching logic obtained. In contrast, inter-cycle formalization
approaches tend to limit the number of state variables, and
they are not sensitive to the number of program lines.

3) Representation Accuracy: Despite its performance draw-
back, intra-cycle formalization provides a surgical insight on
complex code, possibly featuring jumps and any kind of loops.
It is able to verify interesting properties related to the execution
of one cycle such as loop termination. When such constructs
are deemed unavoidable, intra-cycle formalization remains the
best option. Its performance drawbacks can be mitigated by
the accessibility to additional tools, such as SAT-based model
checking and static analysis. These program features cannot be
represented using an inter-cycle formalization approach, which
requires by construction their absence from the program.

Based on these findings, our work advocates an inter-
cycle approach that enhances the scalability of the model
checking process, while defining an appropriate and compact
PLC formal model.

III. INTER-CYCLE PLC PROGRAM FORMALIZATION
APPROACH

The inter-cycle approach relies on a set of restrictive lan-
guage assumptions : jump instructions and unbounded loops
are not allowed. For simplicity, only Boolean data types are
considered. Floating-point types are outside the scope of this
work.



A. Modeling concept

The formalization process generates a set of SSA (Single
Static Assignements) [9], creating explicit dependencies be-
tween variable instances. Each variable is indexed with an in-
teger ”version” number k that increments upon reassignment.
For example:

A := B xor C; transforms into A 1← B 0 xor C 0;
A := A and D; A 2← A 1 and D 0;

An assignment between a variable var and an expression
expr yields a new instance var k ::= expr. Expressions are
represented as syntax trees which reference the appropriate k
indexed instance:

expr ::=

constant ∈ B
(var, k) s.t. v ∈ X ∪ V ∧ k ≥ 0
expr op expr
conditional expr

where op is a Boolean operator and conditional expressions
are defined as:

conditional expr ::= (expr)?expr : expr

Hence, an ST program formalization ST PROG is represented
as a set of uniquely assigned variables :

PROG = {(v, k, expr) | v ∈ (S ∪O ∪X); k ≥ 0
To track the most recent assignment index k of variable v, we
define:

imaxPROG : (S ∪O ∪X)→ N as
imaxPROG(v) = max{k | (v, k, e) ∈ PROG}

ST code formalization is achieved according to the following
rules:

1) Formalize assignments: A variable assignment
v := expr is transformed in:
PROG = PROG ∪ (v, imaxPROG(v) + 1, expr)

For example:
Input: A := B xor C;
Output: PROG = PROG ∪ (A, 1, (B 0 xor C 0))

2) Formalize conditional statements: For an ”if condition
then...else...” type statement, the transformation steps are:

1) Transform THEN branch:
• PROGT ← PROG
• PROGT ← PROGT ∪ THEN statements

2) Transform ELSE branch:
• PROGE ← PROG
• PROGE ← PROGE ∪ ELSE statements

3) Fusion PROGT and PROGE :
PROGF = {(v, idxF, cond expr) |
v ∈ (PROGT \ PROG) ∪ (PROGE \ PROG)}

where:
idxF = max(imaxPROGT

(v), imaxPROGE
(v)) + 1

cond exp = (condition)?vidxT : vidxF ,
idxT = imaxPROGT

(v) and idxF = imaxPROGF
(v)

For example:

Input: Output:
IF A THEN
X := 1; PROGT = {(X, 1, 1)}

ELSE
X := 0; PROGE = {(X, 2, 0)}
END IF ; PROGF = {(X, 3, (A 0?X 1 : X 2))}

B. Building the formal model

Building the Mealy FSM reuses the NuSMV formalism. It
is achieved according to four steps, detailed below.

1) Generate all unique assignments contained by Prog
Each unique assignment (v, k, e) ∈ PROG yields a
NuSMV DEFINE statement:

”DEFINE v k := e”

2) Identify the state variables
This is achieved according to a simple principle: any
unique assignment instance (v, 0), v /∈ X referenced in
any program expression is considered a state variable.
This amounts to targeting variables not yet assigned in
the current PLC cycle.

3) Generate δ
For the state variables identified above, two NuSMV
ASSIGN statements are generated:

Sv 0
0 : ”ASSIGN init(v 0) := 0; ”

δv 0 : ”ASSIGN next(v 0) := v max; ”

where max : imaxPROG(v).
4) Generate λ

For all unique assignment instances (v, k, e) ∈ Prog
such that v ∈ O, a DEFINE NuSMV statement is
generated: λv : ”DEFINE v := v max; ” where
max : imaxPROG(v).

This transformation process is illustrated in the next section.

C. Illustration

Figure 2 illustrates a Structured Text (ST) program with
conditional expressions, assignments and state variables. The
association of unique assignment instances is visually repre-
sented, line by line. Note that, based on the unique instances
obtained, the variables bool4 0 and int1 0 are explicitely
referenced. Hence, they should also be considered as state
variables in the final model.

IV. PERFORMANCE ANALYSIS

This section evaluates the performance of inter-cycle and
intra-cycle formalizations. The analysis aims to determine
efficiency trade-offs between these approaches. Based on the
example illustrated in fig. 2, six other benchmarks are be
generated:

• B0 (Baseline Benchmark): This benchmark represents
a simple program with basic assignments. It establishes
a baseline for analyzing model complexity with minimal
state variables and transitions.



Fig. 2. ST modeling example

• B1 (Expanded Logic): Includes additional lines of struc-
tured text code introducing conditional logic. This bench-
mark evaluates the impact of logical branching on state
variable growth.

• B2 (Intermediate Complexity): Features a moderate
level of nesting in conditional statements. This bench-
mark introduces dependencies between variables, increas-
ing the state transition complexity.

• B3 (High Complexity): A significant increase in nested
conditions and the introduction of modulo operations.
This benchmark challenges the model’s ability to manage
conditional dependencies efficiently.

• B4–B6 (Advanced Complexity): These benchmarks sim-
ulate real-world program complexity, including multiple
interdependent variables and complex transition logic.
They test the scalability and robustness of inter-cycle and
intra-cycle models.

Benchmarks B0–B6 progressively increase in complexity, re-
flecting various real-world structured text scenarios. These
allow a detailed performance evaluation across metrics such as
state variable count, system diameter, memory usage and clus-
ter size. Each benchmark is modeled using the two approaches:
inter-cycle (based on the concept in Section III-A) and intra-
cycle. Table I shows the performance figures obtained for inter
and intra-cycle representations of the same programs. These
figures are obtained using NuSMV.

A first observation reveals that for all programs, regardless
of their size, the inter-cycle model requires fewer state vari-
ables than the intra-cycle model. The lower number of state
variables for the inter-cycle representation can be explained
by the fact that the intra-cycle model considers all assignment
variables as state variables, which mechanically increases their
number and the impact on the FSM model representation size,
impacting ultimately the memory usage.

The system diameter is also an interesting figure: it repre-
sents the number of fixed-point iterations needed to achieve
an exhaustive model exploration. Knowing that memory peaks
occur during the computation of each fixed-point iteration,
the larger their number, the higher the risk of verification
aborting due to insufficient memory. This issue is particularly
pronounced in intra-cycle models, which tend to require more

fixed-point iterations, making them less appealing for efficient
verification.

While cluster sizes vary between inter-cycle and intra-
cycle models, depending on transition complexity and state
variables, the memory footprint ultimately dominates. Intra-
cycle models generally consume more memory due to larger
clusters, though inter-cycle can surpass them in specific cases.
Nested conditionals and added state variables seem to sig-
nificantly impact cluster growth, as seen in Benchmark B3,
where inter-cycle had fewer state variables yet larger clusters
with lower memory use. This aspect requires further investiga-
tion. However, in the end, memory consumption remains the
decisive factor in state space exploration efficiency.

Thus, inter-cycle representations provide overall better ef-
ficiency, offering a more scalable and memory-efficient ap-
proach to symbolic model checking, reducing state variable
overhead, limiting fixed-point iterations, and ultimately ensur-
ing a more practical FSM representation.

However, these trends need to be put into a broader perspec-
tive. Intra-cycle modeling remains instrumental for many PLC
ST programs featuring constructs which cannot be handled
by the inter-cycle approach. More specifically, loop termina-
tion analysis requires an intra-cycle representation, or a total
paradigm switch towards abstract interpretation. Hence, rather
than settling on inter-cycle modeling, the results presented
in this work invite designer to favor as much as possible a
programming style compatible with an inter-cycle modeling,
in order to get a better scalability, but keep in mind the
situations where intra-cycle models are required. It is also
important to emphasize that due to a different interpretation
of the stat/transition dynamics, intra-cycle modeling calls for
a specific implementation method, totally different from the
inter-cycle approach. These aspect are out of scope of this
paper.

V. CONCLUSION

Abundant research on the applicability of model checking in
PLC systems witness the significance of the field, highlighting
a diverse range of formal modeling approaches, each with
its own strengths, limitations, and trade-offs in verification
efficiency and scalability. This work advocates a novel ap-
proach aiming to simplify the formal representation of PLC
programs in order to enhance the model checking scalability.
By leveraging the Single Static Assignment (SSA) technique,
variable assignments are systematically tracked to construct
a set of functions representing the program’s evolution. This
approach tackles the formalization of a sequential program,
a non-trivial task that requires accurately capturing execution
dependencies while ensuring a faithful transformation of the
original control logic. Performance figures provided show
promising results.

While the proposed approach significantly simplifies model
complexity, it must be considered within a broader perspective,
recognizing that intra-cycle representation remains valuable
in certain contexts. Situations requiring fine-grained control
flow analysis or cycle-specific properties may still benefit



B0 B1 B2 B3 B4 B5 B6
Number of lines 7 15 18 24 27 40 44

Inter Intra Inter Intra Inter Intra Inter Intra Inter Intra Inter Intra Inter Intra
System diameter 10 50 3 46 43691 524282 49166 688308 43691 720982 7 146 27307 415058

Nb states var 2 6 2 6 4 8 4 8 4 8 5 9 2 6
Number of bits needed 20 23 20 24 37 42 37 42 37 42 53 59 20 26

Memory used (Mo) 4,81 4,86 4,88 4,89 31,8 88,61 62,99 284,06 31,92 108,89 5,73 6,06 23,85 66,029
Clusters size 193 260 348 403 839 1567 2309 1615 1325 1996 1353 1975 779 944

11 3167 544 31 483 1137
364 124

Nb of BDD variables 38 47 38 49 72 85 72 85 72 85 104 119 38 55

TABLE I
PERFORMANCE ANALYSIS RESULTS

from intra-cycle modeling, complementing the strengths of
the inter-cycle approach. Future research will explore SAT-
based verification, as well as methodological aspects for the
verification of industrial PLC programs featuring intra and
inter-cycle representaions.
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