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Abstract—In this paper, we study the problem of fault
diagnosis in Switching Output Automata (SOA), which is a
formal modeling framework particularly suitable for describing
artificial systems with discrete or quantized piecewise continuous
outputs. We introduce Switching Output Automata with Faults
(SOAF), an extension of SOA that incorporates timed fault arcs
to model fault occurrences under specific temporal constraints.
In our framework, faults are defined with respect to both
the discrete states and the system outputs, where each fault
occurrence is constrained to specific time intervals determined
by the current global state of the system. To perform fault
diagnosis, we introduce the Evolution Automaton with Faults
(EAF), a nondetermistic finite automaton that serves as a logical
abstraction of the SOAF. Based on the approach of Sampath
and Lafortune, we construct a diagnoser for EAF that effectively
performs fault diagnosis in the SOAF framework.

I. INTRODUCTION

System faults are typically unexpected events triggered by
abnormalities in one or more system components. These faults
are often difficult to predict, can result in significant financial
losses, and can even lead to catastrophic consequences. To
reduce the impact of system faults, a structured process is
required to guarantee their prompt identification. Within
the framework of Discrete Event Systems (DES), faults
are defined as discrete event-driven transitions that trigger
abnormal system behaviours. Such a formalisation enables
systematic fault diagnosis through discrete state analysis [1].
Several models and methods for fault diagnosis of DES have
been proposed in the literature [1,2,3,4].

In our work, we focus on a novel model structure, SOA,
proposed and further studied in [5,6,7]. This is an intuitive for-
malization method that is well-suited for describing artificial
systems. In these systems, the output can take discrete values
or quantized piecewise continuous values. We introduce new
arcs in the SOA to represent faults, and faults may only occur
within specified time intervals. The time intervals in which
faults may occur depend on the global state, namely, the
discrete state and the output. In other words, starting from
the same discrete state, faults may occur at different time
intervals depending on the current value of the output.

In this paper, we provide the following contributions. First,
we define the notion of timed fault for SOA and define
the switching output automaton with faults to include the
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faulty behavior in the model. Second, we define the evolution
automaton with faults as a nondetermistic finite automaton
to provide a purely discrete abstraction of the behavior of
the system subject to faults. Finally, we adapt the diagnoser
framework of Sampath et al. [3] to our EAF, enabling effective
fault diagnosis for systems modeled as SOAF.

II. PRELIMINARIES

In this section, we introduce SOA, with details provided
in [5,6,7].

Definition 1: A switching output automaton is defined as
G=(X,Y,B,h,x0,y0), where X is a finite set of states; Y is
an output alphabet; B< X xX is a set of arcs (or edges);
h:X —2Y is the output function; xq € X is the initial state;
Yo € h(xp) is the initial output symbol.

We define h(x) CY as the set of potential output symbols
that can be generated when the current state is x. An arc
b=(x,x") B is considered to be directed from state x to state
x'. We define the set of direct successors of x as o(x) ={x" €
X|3b = (x,x") € B}.

A state-output run describes the evolution of an SOA.
Runs consist of three types of transitions. Type 1 refers
to a state change with no output change. Type 2 indicates
a simultaneous state and output change. Type 3 indicates
an output change with no state change. To avoid Zeno
phenomena, we assume that the time distance between the
occurrence of any two such transitions must be greater than
or equal to the minimum dwell time J.

A global state of the SOA is a pair g = (x,y) € X xY such
that y € h(x) €Y. The set of global states is denoted Q. The
number of global states is ng = |Q| = ¥ ex [h(x)] < [X]-]Y|.

We define Q. = {(x,y)[y € h(x)} € O as the set of global
states associated with state x. For an arc b= (x,x') €B, g =
(x,y) € Oy is a global state associated with state x and ¢’ =
(x',y") € Oy is a global state associated with state x’, then
among the possible evolutions (runs) of the SOA, there exists
a run including transition ¢ N q' where t indicates when
the transition occurs. Clearly, in the evolution of the SOA,
the number of transitions generated by the arc b= (x,x') is
[A()]- [ (x)].

The system’s observation (output behavior) is a mapping
from time 7' =Ryo (Where Ry denotes the set of non-negative
real numbers) to output Y. The output y(¢) is piecewise
continuous, with each value lasting at least § time units.
The system state, a piecewise continuous function x: 7 — X,
cannot be directly measured but can be estimated from the
system model and the output evolution.



III. PROBLEM STATEMENT

In this work, we consider the problem of timed fault diag-
nosis for SOA. Failures in real-world engineering systems are
often not random occurrences, but are triggered under specific
operating conditions and accumulated time (such as physical
phenomena like overheating, wear, voltage fluctuations, etc.).
This time dependency is crucial for building more reliable
fault diagnosis systems.

We assume that when the system is in certain specific
states, within specific time periods, it is prone to failures.
Failures may lead the system to deviate from the expected
(nominal) evolution and enter a state that should not have
been reached. States from which faults may occur are called
fault-prone states. The set of fault-prone states is denoted
Xy € X. Moreover, after a fault occurs, the system can continue
to operate without becoming paralyzed.

To formalize the occurrence of faults, we add some fault
arcs to the SOA, whose starting nodes belong to Xy and
whose endpoints belong to X. Unlike the arcs in B, fault
arcs are only active at certain time intervals. The set of fault
arcs is denoted as By € (XyxX) and it is BynB = @. Just
like an arc b€ B, a fault arc by = (x,x") € By can generate
multiple transitions, indeed in general, both the starting and
the ending nodes correspond to different global states being
|h(x)| and |h(x")| > 1. We define the set of direct successors
of x reachable via a fault transition as o7(x) = {x" € X|3b; =
(x,x") €Bs}.

We further assume that the dwell time of the fault arc
by =(x,x") is closely related to the output of its starting state
x € Xy. When the system is in state x, the time window for
system failures depend on the current output. We define Qy
as the set of global states of all fault-prone states Xy, referred
to as fault-prone global states. Furthermore, we assume that
the system can only experience a fault after the minimal
dwell time has elapsed, and each fault may occur within
different time intervals. In more detail, a fault time mapping
T associates with a global state ¢ = (x,y) € Oy (where x € X
and y € h(x)) and its corresponding fault arc by = (x,x") a set
of fault occurrence intervals

I(q.bs) ={181,61"),[63.8,),--.[8,.8,)}

where n e N, and each interval end precedes the start of
the next one, i.e., 8, <9J,,,,, 1 <m<n. The above intervals
depend on the output value y of the global state g and the

fault arc by. Specifically:

o If multiple outputs y;,y,... are possible at state x,
each output may generate distinct time intervals through
mapping Z.

o A single output y may correspond to multiple non-
consecutive intervals (e.g., [9{,6;") and [8;,6,")) when
faults can be triggered under the same output due to:

— Multiple Triggering Rules: Independent physical
phenomena (e.g., overheating and voltage spikes)
imposing separate time constraints.

We assume that the lower and upper bounds of each interval

are multiples of the minimum dwell time §, i.e.,
8, =k 88 =k'S, 1<m<n.

It is worth noting that for all 1 <m<n, it is k,’n e N, ; for all
1<m<n,itis k, € N,; finally, for m=n, it is k), e N, u{+00}.
Using the minimum dwell time & as our fundamental time
unit creates a discrete representation that effectively captures
the system’s temporal evolution. This discretization approach
forms the basis for the EAF construction detailed in Section
Iv.

Definition 2: Given a SOA G = (X,Y,B,h,x0,y9), a set of
fault arcs By, a set of fault-prone global states Qy, and
ZI: QfxBy— 2Rx(RU{+o}) is the fault time mapping. The
corresponding SOAF is defined as Gy = (G,By,Qy, ).

We can still use state-output runs to describe the evolution
of a SOAF, where the evolution incorporates fault occurrences
in addition to the standard SOA evolution. The SOAF’s
observation (output behavior) is still a mapping from time
T =Ry to output Y. We use (y,7) to denote that the output
takes value y for a time interval of duration T where y €Y and
7 € Ry9. The output behavior of Gy is defined as L(Gy) =
{we(YxRys)"|Vi=1,2,....n: 0= (Y[O,rl)»fl)(y[rl,rz)afz—
T)- (Ve ) G B-1) A0d Vg ) # V(gege ) k= 1o
1 and 7;—7;_ 25}

Example 1: Consider the SOA G = (X,Y,B,h,xo,yo) in Fig.
1, with states set X = {xq,x1,x2}, output alphabet ¥ = {1,2},
arcs set B = {(xo,x1), (x0,x2)}, output function defined by
h(xo) ={1},h(x;) ={1,2}, h(xy) = {1}, initial state xy and
initial output symbol yg = 1. The set of direct successors of
X0 is O'()C()) = {xl,xz}.

We define the set of fault arcs as By = {(x1,x0), (x1,x2)}
and mark them in red. Consequently, we have Xy = {x;} and
Qr ={(x1,1),(x1,2)}. We set the following fault occurrence
intervals:

. I((xlv 1)7 (x17x0)) = {[6’26)}’

o Z((x1,2),(x1,x0)) = {[6,26) }:

° I((xl ,2), (X] ,XQ)) = {[25,35)}

The SOAF Gy is shown in Fig. 2. We label the fault
arc (x1,x0) as '1:{[5,26)},2:{[5,26)}’ to indicate that
for state x; with an output value of 1, the fault occurrence
interval is [§,28), and with an output value of 2, the fault
occurrence interval is [8,28). We label the fault arc (x1,x,)
as '2:{[26,36)}’ to indicate that for state x; with an output
value of 2, the fault occurrence interval is [25,30).

{1} 1,2} 3}

m
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Fig. 1: A switching output automaton.

IV. FAULT DIAGNOSIS

Fault diagnosis involves detecting the occurrence of faults
by analyzing the output evolution. To make fault diagnosis on
a switching output automaton with faults, we propose a four-
step structured approach: (1) Construction of Logical Global



1: {[6,20)},
2: {[6,20)}

Fig. 2: The SOAF associated with the SOA in Fig. 1 and
defined in Example 1.

States, (2) Construction of the EAF, (3) Construction of
the Fault Recognizer, and (4) Construction of the Diagnoser.
Subsections IV.A to IV.D illustrate these steps in detail.

A. Construction of Logical Global States

According to the definition of SOAF, we partition the set
of possible dwell times associated with a global state into
suitable intervals.

The logical global state (x,y); denotes a condition in which
the global state is g = (x,y) and its dwell time is in the interval
I;. Here 6 denotes the minimum dwell time. We define a
transition labeled O (referred to as a §—transition) to represent
the logical event: a period of time equal to the minimum
dwell time has elapsed. O ¢ Q is the set of fault-prone global
states and By is a set of fault arcs(as defined in Definition 3).

o If g=(x,y) ¢ Qy, i.e., ¢ is not prone to failure, intervals

of interest are:

Ih=1[0,0)

leading to the logical sequence

and [} =[6,+00)

)0 > (xy) O 8

o If g=(x,y) € Qf is a fault-prone global state, there may

exist multiple fault occurrence intervals for g due to the
presence of multiple fault arcs originating from x and
each arc potentially being triggerable in multiple time
intervals.
We define By, € By as fault arcs originating from
x and assume there exist r fault arcs in By,, i.e.,
By ={bf b7 -.,b} }. For each fault arc in By, the
corresponding fault occurrence intervals for the fault-
prone global state g are defined as follows:

I(vajl‘,x) = {[ 17157 1115)77[ rlll(sa ;1,16)}
Z(q,b%.) = {[k1 28,k(28) .., [k 28,k 28) }
I(‘Lb;,x):{[ i,r(s? 1,7r6)7 [ k" 6)}

Let k be defined as

max{ n, l’k:l,27 k;L,r}v if max{ n,1r 7k1,1,r} € N+
max{k;lts |k #+00, 1<s<r}, otherwise

ey

where N, denotes the set of positive integers. In the first

case, k takes the maximum value when it is a positive

integer; otherwise, it adopts the maximum finite value
from the set after excluding +oo.

In such a case, intervals of interest are: Iy =[0,6),]; =
[6,28),...,0k-1 = [(k—1),kd) and I = [kS,+0c0) cor-
responding to logical sequence

) ) ) )
(xy)o = ey = o > ()1 > (5)) O 6.
We define a function R : Q — N, that maps each global
state ¢ € O to the maximum interval index associated with its
dwell-time partitioning. The function is formally given by:

1, ifqeQy
R(Q)—{k’ if geo;

where Oy is a set of fault-prone global states and & is defined
in equation (1).

@)

B. Construction of the Evolution Automaton with Faults

We construct a nondeterministic automaton called EAF,
denoted as G.r. The EAF is an extension of the secret-
dependent evolution automaton introduced in [6], which
provides a purely logical abstraction for the evolutionary
process of the SOA by quantifying the dwell time of global
states, enabling system behavior modeling and analysis
using finite state automata. The EAF refines this model by
incorporating both fault transitions and normal transitions
(time-driven and regular transitions), thereby enabling a
comprehensive analysis of SOAF behavior.

To simplify our analysis, we restrict the alphabet to just
two symbols {n, f}, where n represents normal transitions
and f represents fault transitions. In the following subsections,
we delineate the distinct types of transitions that constitute
the EAF framework.

1) Time-driven transitions: Time-driven transitions repre-
sent evolutionary processes where no change occurs in the
discrete state or output of the system. Correspondingly, in
the EAF, we represent a time-driven evolution as a sequence
of logical global states. Formally, a time-driven transition
labeled n from the logical global state (x,y); yields the logical
global state (x,y) ;41 if j<R((x,y)), otherwise it results in
a self-loop in (x,y);.

2) Regular transitions: Regular transitions describe the
changes in the discrete state or output of the system.

From logical global state (x,y);,

« when j =0, the state and output cannot change until the

minimum dwell time elapses;

e when j >0, changes of output and transitions to a

different discrete state are possible.

There are three types of transitions that may occur:

a) Type 1 (state change with no output change):
When the system is in global state (x,y) and within time
interval /;, if a Type 1 transition occurs, causing the discrete
state to change from x to X € o(x) # x while the output
y remains unchanged, then externally it’s impossible to
detect the occurrence of this transition based on the output.
Mathematically, this can be represented as:

(x7y)j - (faY)O



where the duration of stay in (%,y) starts from zero and n
indicates that this transition is modeling a normal behavior.

b) Type 2 (simultaneous state and output change):
When the system is in global state (x,y) and within time
interval I;, if a Type 2 transition occurs, causing both the
discrete state to change from x to X € o(x) #x and the output
to change from y to y € h(X) #y, then a new observable output
is produced. Mathematically, this can be represented as:

(xay)j _n) ()ay)o

where the duration of stay in (X,y) starts from zero and n
indicates again a normal behavior.

¢) Type 3 (output change with no state change): When
the system is in global state (x,y) and within time interval
I;, if a Type 3 transition occurs, causing the output to
change from y to y € h(x) #y while the discrete state x

remains unchanged, then a new observable output is produced.

Mathematically, this can be represented as:

(x7y)j i) ('xa.)_))o

where the duration of stay in (x,¥) starts from zero and n
indicates normal behavior.

3) Fault transitions: For a fault-prone global state (x,y)
and a fault arc b% € By, (where 1 <s<r) starting from x,
logical global states (x,y); is called a fault-prone logical
global state if the interval I; belongs to an interval in
1(q,b}% ). It corresponds to conditions in which the SOAF
is in a global state g = (x,y) with a dwell time ¢ such that
when ¢ belongs to an interval in 7 (q,b}.x), the system can
trigger a fault arc b% , thereby leading to a fault.

We define the functlon T, which takes a set of time intervals
T (q,bkx) as input, and outputs the union of the coefficient
pairs of these intervals. The function is defined as follows:

VKL K, A K # oo

1,87°",8 (3)
U l[kl’s,kl”S)U[ n.s-k], otherwise

T(Z(q,b%..)) ={

where k is defined in equation (1). The above function allows
to determine for which values of j, (x,y); are fault-prone
logical global states.

When the system is in global state (x,y) and within
time interval /; € Z((x,y), (x,x")), if a fault transition occurs
following a fault arc by = (x,x"), the system moves to a
new discrete state x” and the output may either change to
y € h(x") #y or remain unchanged (¥’ =), depending on all
possible outputs (x"). If the output changes, such a transition
is observable; if the output remains unchanged, it cannot be
detected by an external observer. Mathematically, this can be
represented as:

¥
(xay)j - (x,7y,)0

where the duration of stay in (x',y") starts from zero, y' €

h(x"), and f indicates that this transition is a fault transition.

Definition 3: Given an SOAF G =(G,By,Qy,Z), its EAF
is a nondeterministic finite automaton G.r = (Q.,Y.,A,qo)
where

hd Qe = {(x>y)j|q: (x,y) € Q7.] € {0777?’(61)} is a finite set
of logical global states;

e Y.={n,f} is the set of events;

e ACQ,.xY,xQ, is the transition relation;

e o= (x0,¥0)0 is the initial state.
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Fig. 3: The evolution automaton with faults of the switching
output automaton with faults in Fig. 2.

Example 2: Consider the SOAF shown in Fig. 2, The
set of fault-prone global states Qy = {(x1,1),(x1,2)}.
T(E((x1, 1), (1.30))) = {1} T(E((1,2), (x1,30)) = (1)
and T (Z((x1,2),(x1,x2))) = {2}. The set of fault-prone
logical global states is {(x1,1)1,(x1,2)1,(x1,2)2}. The EAF
G,y is shown in Fig. 3.

C. Construction of the Fault Recognizer

The EAF completely enumerates all possible runs of the
original SOAF. Each fault or normal evolution in the SOAF
is faithfully captured by an equivalent path in the EAF.
Therefore, if a fault can (or cannot) occur in the SOAF,
the same possibility is reflected in the transitions of the EAF.
To implement fault diagnosis, we can construct a diagnoser
for the evolution automaton with faults according to the
theoretical framework proposed by Sampath and Lafortune
[9].

Definition 4: Given an EAF G.r = (Qc,Y.,A,qo0) with
alphabet Y, and set of fault events Yy c Y,, a fault monitor is the
deterministic finite automaton M = (Xps,Y,, Opr,Xm,0) Where
Xum ={N,F} is the set of states, xpr0 =N is the initial state,
Y, is the alphabet, the transition function & : Xy x Y, — Xy
is defined as:

N ifx=Nandy,=
6M(x7ye)={ T A e )

F  otherwise.

8 f 8
n nf
Fig. 4: The fault monitor M for the EAF in Fig. 3.
The fault recognizer for G.r is the nondeterministic

finite automaton Rec(G.r) = Gy || M obtained by the con-
current composition of G,y and M. It generates language
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Fig. 5: The fault recognizer with observation label function
for the EAF in Fig. 3.

L(Rec(Gef)) = L(Gor) and has the following structure:
Rec(Gef) = (XR7Ye7AR,xR,O) where

« the state set is Xg C Q. x {N,F};

« the initial state is xgo = (qo,N);

o the transition relation is Ag € Xg x Y, x Xg.

We observe that each transition relation (x},y.,x7) € Ag
encapsulates all information regarding the system’s discrete
state changes, output variations, and fault occurrences. Ex-
ternal observers can only monitor the system’s outputs and
their durations. Therefore, we can assign an observation label
to each transition relation to elucidate the specific system
changes occurring when a particular output is observed.

We define a function P:Ag - Yu {8} u{e} that maps
each transition relation to its corresponding observation
label, where elements in Y represent observable outputs, &
denotes an observable minimal dwell time, and € represents
unobservable events. The function is formally defined as:

y2, ifyir#y
P((xlaywx%)) = 67 if (Xl»yl) = (x27y2) (5)
g, if yp=yy and (x1,y1) # (x2,2)

where x! = [(x1,y1);,,71] and x2 = [(x2,¥2)},,%2]. We can
extend P:Ag - {Yu{d}u{e}}* which satisfies the following
properties: P(e) =€ and P(aw) =P(a)-P(w),where o €
Ag and @ € A,

Example 3: Consider the EAF G, = (Qc,Y.,A,qo) illus-
trated in Fig. 3. The corresponding fault monitor is depicted
in Fig. 4, while Fig. 5 presents the fault recognizer with its
associated observation label function.

In order to perform fault diagnosis on the SOAF, we need
to abstract the output behaviors of the SOAF into logical

observations. The output behaviors of the SOAF have already
been defined in Section III.

Definition 5: Given a SOAF Gy =(G,By,Qy,Z),let L(Gy)
be the set of output behaviors. We define function y: L(Gf) —
(Yu{d})* as follows:

v((y,1)) = 8 with k=|¢/8] and

y(o(y,1)) = y(w) y8° with k=[1/8]

where |-| denotes the floor function and (y,t),®,®(y,?) €
L(Gy).

Example 4: Consider the SOAF in Fig. 2. Let the
minimum dwell time be 6 =1 and the output be-
havior o' = (1,3)(2,5.4)(1,3.9). We compute the cor-
responding sequence u = y(®@') = w((1,3)(2,5.4))18% =
v((1,3))28°18° = §°28°18°.

D. Construction of diagnoser

Thus we can construct the equivalent deterministic au-
tomaton of the fault recognizer, called diagnoser (observer)
Guiag = (Z,Y u{6},As,20) where

o ZC2%r i a finite state set, i.e., each state of the diagnoser

is a set of pairs z={(qe1,%),(ge2,%2),-- > (qeis Vi) }
where ¢.; € Q. and y; € {N,F}, for i=1,2,... k.
o YU{d} is the alphabet;
e Ay:Zx(Yu{8})— Z is the partial transition function;
e 20={(q0,N)} is the initial state.
The observer can be used to estimate the set of states
that are consistent with any logical observation sequence
u=y(w) where w € L(Gy).
For any observation state z € Z of automaton Gg;qg, Where
2={(ge1,1), (g2, %2),- -, (gek, Y) }, we define the diagnostic
evaluation function ¢ : Z - {N,F,U} as follows:
1) The state z is classified as normal (¢(z) = N) when:
Vie{l,2,....,k}: % =N

2) The state z is classified as faulty (¢(z) = F) when:
Vie{l,2,....k}:y;=F

3) The state z is classified as uncertain (¢(z) =U) when:
3(i,j) e{1,2,....k}>: % =NAY;=F

Proposition 1: Given a SOAF Gy =(G,By,Qy,Z) and its
diagnoser Gyiag, let @ € L(Gy) be a sequence of output
behaviors, u = y(w) be its corresponding logical observation
under mapping V¥, and z = A,(z0,u) be the set of states
reached in Gy, after observing u. The fault diagnosis can
be characterized as follows:

1) no fault has occurred if ¢(z) =N;

2) a fault is detected if ¢(z) =F,

3) a fault is uncertain if ¢@(z) =U.

Proof: When ¢(z) =N , all possible states in the
diagnoser are labeled as normal, so no fault has occurred
in the system; when ¢(z) = F, all possible states are labeled
as faulty, so a fault has been detected in the system; when
¢ (z) = U, there exists a mixture of normal and faulty labels,
so the fault status is uncertain. Since the diagnoser state
z=A,(z0,u) contains all possible system states and their
fault labels consistent with the observation sequence u, the
proposition holds.
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Fig. 6: The diagnoser for the EAF in Fig. 3.

|

The computational complexity of the entire algorithm is
0(2%2l), which grows exponentially.

Example 5: Consider the EAF illustrated in Fig. 3 and its
corresponding representations: the fault monitor (Fig. 4), the
fault recognizer (Fig. 5), and the diagnoser (Fig. 6).

Let us analyze two distinct output behaviors: @
(1,1.5)(3,5.4) and @, = (1,1.9)(2,2.3)(3,0.8). The corre-
sponding logical observation sequences derived from these
behaviors are u; = y(@;) = §38° and u; = y(w,) = §28%3,
respectively. By applying these logical observation sequences
to our diagnoser, the consistent states reached are:

71 :A()(ZO7’41) = {[(X2,3)],N]}
22 = Ao (20,u2) = {[(x2,3)0,F ]}

Consequently, we obtain @(z1) =N and @(z) =F.

Based on this analysis, we can draw definitive conclusions
about the system’s fault status: when output @, is observed,
no fault has occurred; when output @, is observed, a fault
has indeed occurred.

V. CONCLUSIONS AND FUTURE WORKS

In this paper, we have presented a framework for diag-
nosing timed faults in SOA by introducing SOAF and EAF
formalisms. Building upon the classical diagnoser approach
pioneered by Sampath and Lafortune, we have developed

an effective diagnostic solution for systems with discrete
or quantized piecewise continuous outputs. Our framework
rigorously handles fault occurrences under specific temporal
constraints, providing a sound theoretical foundation for fault
detection and identification.

Although the discretization of SOAF evolutions preserves
all necessary information for diagnosability analysis, we have
not demonstrated such analysis in the present work. As part
of our future research, we plan to conduct a comprehensive
diagnosability study and apply this diagnostic methodology
to cyber-physical systems to validate its practical utility in
real-world applications.
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