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Abstract— This paper addresses the problem of driving a
cyber-physical system (CPS) to a known state without knowl-
edge of its current state, assuming it has suffered a cyber-attack
that compromises state estimation and necessitates guiding it
to a secure state. To achieve this, we analyze the CPS using
a labeled finite-state automaton with inputs derived from an
output synchronized Petri net that models the CPS, capturing
both its dynamics and controller-plant communication. We
propose a method for computing a synchronizing sequence (SS)
under forbidden event constraints, i.e., a control sequence that
drives the CPS to a target state without requiring knowledge of
its current state while avoiding specific forbidden events. First,
we address forbidden control inputs by pruning transitions in
the labeled finite state automaton, removing those associated
with forbidden events. Second, we handle forbidden sensor
outputs by introducing a modified greedy algorithm based on
depth-first search to compute a constrained SS. Finally, a case
study involving autonomous mobile robots is considered to
illustrate the effectiveness of our approach in computing an
SS under both input and output constraints.

I. INTRODUCTION

The security analysis of cyber-physical systems (CPS) has
attracted increasing attention, largely due to their reliance
on networked communication, which exposes them to vari-
ous cyberattack vulnerabilities. To address these challenges,
discrete event system (DES) abstractions [1] have proven
valuable for analyzing CPS security [2]. In certain compro-
mised scenarios, the current state of the CPS may become
unknown or lost. In such cases, it is critical to develop
recovery strategies that ensure the system can be guided back
to a known and secure state.

The problem of driving a DES into a known state using a
predefined sequence of control inputs has been extensively
studied in automata theory [3]. Several approaches have
been developed to address this problem, most notably syn-
chronizing sequences (SS) and homing sequences (HS) [4].
A synchronizing sequence is an input sequence that, when
applied to a system, brings it to a specific known state
regardless of its initial state. Originally introduced for finite
state machines, the concept of SS has since been extended to
synchronized Petri nets [5], [6], [7]—a subclass of Petri nets
that incorporates control input events [8]. Homing sequences
offer an alternative strategy by enabling state determination
through output observation while executing a control input
sequence [9]. Unlike SS, which unconditionally force the
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system into a predetermined state, HS rely on state identifi-
cation through output analysis.

The work in [10] addresses the problem of guiding a sys-
tem, modeled as a finite automaton with unknown or partially
known initial states, to a known state using adaptive input
sequences. These sequences are dynamically constructed and
adjusted based on the system’s observed responses during
execution. In our previous work [11], we have used output
synchronized Petri nets (OutSynPN), an extension of tradi-
tional Petri nets that enables the modeling of CPS along with
the information flow between the controller and the physical
components. From an attacker’s perspective, the objective
was to compute a synchronizing sequence that drives the
OutSynPN from an unknown initial state to a deadlock state.

In this paper, we adopt a controller’s perspective and
address the problem of recovering a CPS when the current
state estimation is lost—such as in the aftermath of a cyberat-
tack. We further assume that, in the compromised scenario,
certain control inputs may be unavailable, and/or specific
sensor outputs must be avoided due to security constraints.
The goal is to compute an SS that respects both forbidden
control inputs and restricted sensor outputs. Our method
relies on labeled finite state automata with inputs (LFAI)
derived from OutSynPN. In this abstraction, nodes represent
the system’s reachable states, while transitions are labeled
with both control inputs and corresponding sensor outputs.
To handle forbidden control inputs, we modify the LFAI
by pruning transitions associated with forbidden events. For
forbidden sensor outputs, we propose an enhanced greedy
algorithm based on depth-first search (DFS), designed to
compute a constrained SS that avoids generating undesired
observations. The effectiveness of the proposed approach is
demonstrated through a case study involving autonomous
mobile robots, showcasing the computation of SS under both
input and output constraints.

This paper is structured as follows. Section II provides the
necessary background on the LFAI formalism and greedy
algorithm used for SS computation. Section III focuses on
SS computation under forbidden input constraints. Section
IV extends the analysis to SS computation under forbidden
output constraints. Finally, Section V presents a case study
involving autonomous mobile robots to demonstrate the com-
putation of SS under combined input and output constraints.

II. BACKGROUNDS

In our previous work [12], we have introduced a specific
class of Petri nets, called output synchronized Petri nets
(OutSynPN), which enable the modeling of CPS along with



its information flow. To analyze these Petri net models, we
subsequently derived labeled finite state automata with inputs
(LFAI), a graph where nodes represent the system’s state,
while transitions encode control inputs and sensor outputs.
In this section, we first recall the definition of an LFAI
before introducing the completely specified LFAI. Next,
we introduce a formal definition of an auxiliary graph and
review the method, based on this graph, for computing a
synchronizing sequence.

A. Labeled finite state automaton with inputs

Definition 1: A labeled finite state automaton
with inputs (LFAI) is defined as a 7-tuple: G =
⟨X,E, δ, x0, Q,Obs,Xf ⟩, where:

• X is a finite set of states.
• E is a finite set of input events, with Eλ = E ∪ {λ},

where λ represents an internal or ”always occurring”
event.

• δ : X × Eλ → X is the (possibly partially defined)
transition function.

• x0 ∈ X denotes the initial state.
• Q is a finite set of output labels, with Qε = Q ∪ {ε},

where ε signifies the absence of a label.
• Obs : X×Eλ → 2Qε is the labeling function, mapping

state and event pairs to output labels.
• Xf = X is the finite set of marked states. ■
We consider that the LFAI is deterministric with respect

to input events, i.e., ∀x ∈ X,∀e ∈ Eλ, δ(x, e) is at
most of cardinality 1. Note that an LFAI could be reduced
with respect to the λ events [12]. In the rest of the paper
and without loss of generality, we apply and illustrate the
proposed approaches directly to the reduced LFAI such that
both functions δ and Obs are defined over E rather than
Eλ. Moreover, the labeling function is restricted to the set
Qε such that Obs : X × Eλ → Qε.

We refer to an LFAI as a completely specified LFAI
when the transition function δ(x, e) is defined for all states
x ∈ X and all events e ∈ E. To complete an incompletely
specified LFAI, self-loops are added such that for any state
x ∈ X where δ(x, e) is undefined for some e ∈ E, we
set δ(x, e) = x and assign Obs(x, e) = ε. The resulting
automaton is a completely specified LFAI, denoted by G̃.
We denote by E∗ is the Kleene closure of the set E, and by
ϵ the empty sequence. The transition function is extended to
input sequences ω ∈ E∗ through the function δ∗. Finally,
the set of outputs generated by a given input sequence
ω = e1e2 . . . ek ∈ E∗ applied from state x is given by
Obs∗(x, ω) =

⋃
ei∈ω Obs(δ∗(x, e1 . . . ei−1), ei).

B. Synchronizing sequence computation

For an LFAI G, a synchronizing sequence (SS) for a given
target state x̄ ∈ X , denoted ω̄ ∈ E∗, is an input control
sequence that drives the LFAI G to x̄ regardless of its initial
state, i.e., ∀x ∈ X, δ∗(x, ω̄) = x̄.

An important step in SS computing is the construction of
an auxiliary graph [13] associated to a completely specified
LFAI G̃. This graph consists of (|X|·(|X|+1)/2) nodes, each

representing an unordered couple of states {xi, xj} within G̃,
denoted as υij = υji. When a given pair includes identical
states, i.e., {xi, xi}, it is simply given by {xi} and denoted
υi. To take into account the outputs of the LFAI, we introduce
the definition of the auxiliary graph as follows.

Definition 2: Let G̃ = ⟨X,E, δ, x0, Q,Obs,Xf ⟩ be a
completely specified LFAI, its auxilary graph with outputs
is given by A(G̃) = ⟨Υ, E, δA, υ0, Q,ObsA,Υf ⟩, where:

• Υ is a finite set of states υij = υji = {xi, xj}.
• E is a finite set of input events.
• δA : Υ × E → Υ is the transition function such that

δA(υij , e) = υi′j′ if {δ(xi, e), δ(xj , e)} = {x′
i, x

′
j}.

• υ0 = {x0, x0} = {x0} ∈ Υ denotes the initial state.
• Q is a finite set of output labels, with Qε = Q ∪ {ε},

where ε signifies the absence of a label.
• ObsA : Υ×E → Qε×Qε is the labeling function such

that ObsA(υij , e) = {Obs(xi, e), Obs(xj , e)}.
• Υf = Υ is a finite set of marked states. ■
For a given LFAI G, its completely specified LFAI G̃

and, its corresponding auxiliary graph A(G̃), the greedy
Algorithm 1 [5] is used for the determination of an SS, when
it exists, that drives G to a given target state x̄.

Algorithm 1: Greedy algorithm for SS computation

Input: Completely specified LFAI G̃, Auxiliary
graph with outputs A(G̃) and, target state
x̄ ∈ X .

Output: An SS ω̄ for state x̄
1 Let i← 0; ω0 ← ϵ; ϕ (ω0)← X;
2 while ϕ (ωi) ̸= {x̄} do
3 i← i+ 1;
4 Pick two states xp, xq ∈ ϕ (ωi−1) such that

p ̸= q;
5 if There does not exist any path in A(G̃) from

node υpq to node ῡ = {x̄, x̄};
6 then
7 Stop the computation; there exists no SS for x̄.
8 else
9 Find the shortest path from node υpq to ῡ and

let ω be the input sequence along this path,
do

10 ωi ← ωi−1ω;
11 ϕ (ωi)← δ∗ (ϕ (ωi−1) , ω);

12 ω̄ ← ωi

III. SYNCHRONIZING SEQUENCE COMPUTATION UNDER
FORBIDDEN INPUT CONSTRAINTS

In this section, we address the problem of computing
a synchronizing sequence (SS) under forbidden input con-
straints (FIC). This implies that certain control inputs, de-
noted by Finput ⊂ E, cannot be used for some reason.
To handle this constraint, we propose a method based on
arc pruning to determine, when possible, the existence of a
valid synchronizing sequence. This computation is based on
a modified LFAI.



A. SS under FIC and modified LFAI

Let us first define an SS under FIC Finput ⊆ E.
Definition 3 (SS under FIC): Consider a completely

specified LFAI G̃ = ⟨X,E, δ, x0, Q,Obs,Xf ⟩, a target state
x̄ ∈ X and, a given set of forbidden inputs Finput ⊆ E. A
synchronizing sequence under forbidden input constraints,
denoted ω̄, for state x̄ is an SS that does not contain
any event in Finput, i.e., ∀x ∈ X, δ∗(x, ω̄) = x̄ and
∀e ∈ ω̄, e /∈ Finput. ■

The computation of an SS under FIC is based on a
Modified LFAI (MLFAI). We herein present its definition.

Definition 4 (Modified LFAI): Let G =
⟨X,E, δ, x0, Q,Obs,Xf ⟩ be an LFAI and, Finput
a set of forbidden inputs. A Modified Labeled
Finite Automaton with Inputs (MLFAI) is given by
Gm = ⟨X,Em, δm, x0, Qm, Obsm, Xf ⟩ with:

• Em = E \ Finput is the finite set of authorized input
events.

• δm : X × Em → X is the (possibly partially defined)
transition function such that δm(x, e) = δ(x, e) if e ∈
Em and undefined otherwise.

• Qm ⊆ Q is a subset of output labels and Qεm = Qm ∪
{ε}.

• Obsm : X × Em → Qεm is the labeling function such
that Obsm(x, e) = Obs(x, e) if e ∈ Em and undefined
otherwise. ■

B. Computation method of SS under FIC based on arc
prunning

Given an LFAI G, a target stat x̄ and, a set of forbidden
control inputs Finput, the following steps are proposed to
determine, when it exists, an SS under FIC.

1) Compute Gm, the MLFAI of G with respect to Finput;
2) Deduce G̃m, the completely specified MLFAI by com-

pleting Gm with respect to Em;
3) Construct the corresponding auxiliary graph with out-

puts A(G̃m);
4) Determine by greedy Algorithm 1 an SS under FIC
Finput, if it exists, for target state x̄ using G̃m and
A(G̃m) as inputs.

If step 4) above fails to return an SS for MLFAI Gm then
no SS satisfying FIC Finput exists in the original LFAI G.
This claim is established by the following proposition.

Proposition 1: Consider an LFAI G =
⟨X,E, δ, x0, Q,Obs,Xf ⟩, a target state x̄ ∈ X and,
a given set of forbidden inputs Finput ⊆ E. Let
G̃m = ⟨X,Em, δm, x0, Qm, Obsm, Xf ⟩ be its completely
specified MLFAI. If an SS does not exist under G̃m for
target state x̄, then an SS under FIC Finput does not exist
under G.
Proof: We proceed by contradiction. Suppose the greedy
algorithm applied to G̃m does not return any SS for reaching
x̄, i.e., no SS exists in Gm for x̄. Assume, for contradiction,
that there exists an SS ω̄ ∈ E∗ in G for target state x̄ such
that for all e ∈ ω̄, e /∈ Finput. That is, ω̄ is a valid SS under
FIC in G. From Definition 4 of a MLFAI, we know that

(a) (b)

Fig. 1. LFAI G1 (a) and its completely specified MLFAI G̃m1 (b).

Em = E \Finput and δm(x, e) = δ(x, e) if e ∈ Em. Since ω̄
contains no events from Finput, ω̄ is also a valid SS in Gm

and should lead to the target state x̄. This implies that an
SS exists in Gm for x̄, contradicting our initial assumption.
Therefore, we conclude that if no SS exists in Gm, then no
SS under FIC exists in G.

Example 1: Consider the LFAI G1 shown in Figure 1-(a)
where X = {x0, x1, x2}, E = {e1, e2, e3}, Q = {A,B,C}.
The initial state is not indicated and assumed to be unknown.
The objective is to compute an SS under FIC Finput = {e3}
that leads to target state x1. The completely specified MLFAI
G̃m1 is shown in Figure 1-(b). It is obtained by: removing
the arc associated with e3 and completing the graph with
self-loops. Its corresponding auxiliary graph with outputs
A(G̃m1

) is constructed and represented on Figure 2. Using
the greedy algorithm, an SS under FIC {e3} is computed
ω̄ = e2e1. This sequence successfully drives the original
LFAI G1 to the target state x1 from any initial state, ensuring
that the forbidden event e3 is excluded. ♢

υ01

υ1

υ0

υ2

υ02

υ12

e1 : {B, ε}

e2 : {ε, C}

e2 : {A,C}e2 : {C,C}

e2 : {A,A}

e1 : {B,B}

e1 : {B, ε}

e2 : {ε, A}

Fig. 2. Auxiliary graph with outputs A(G̃m1 )

IV. SYNCHRONIZING SEQUENCE COMPUTATION UNDER
FORBIDDEN OUTPUT CONSTRAINTS

In this section, the problem of computing an SS under
forbidden output constraints (FOC) is addressed. The goal
is to compute an SS that, when applied, avoids generating
certain forbidden sensor outputs included in Fout ⊆ Q. To
handle this constraint, we first illustrate through an example
that applying an arc pruning method based on outputs
generally fails in such case. Subsequently, we propose a
method based on a modified greedy algorithm to compute,
when possible, an SS under FOC.

A. SS under FOC and arc prunning method

Let us first define an SS under FOC Fout ⊆ Q.
Definition 5 (SS Under FOC): Consider a completely

specified LFAI G̃ = ⟨X,E, δ, x0, Q,Obs,Xf ⟩, a target state



x0

x5

x3

x4

x2

x1

e1 : A

e2 : A

e2 : A

e3 : F

e2 : A

e3 : A

e1 : F

e2 : A

e1 : A

e2 : A

e3 : A

Fig. 3. LFAI G2 with a forbidden output F associated to red arcs

x̄ ∈ X and, a given set of forbidden outputs Fout ⊆ Q. A
synchronizing sequence under forbidden output constraints
ω̄ for state x̄ is an SS that does not generate any forbidden
output in Fout, i.e., ∀x ∈ X, δ∗(x, ω̄) = x̄ and ∀q ∈
Obs∗(x, ω̄), q /∈ Fout. ■

To compute an SS under FOC, a first intuitive approach
— similar to the one introduced in Section III.B — would
be to apply arc pruning based on forbidden outputs. This
involves removing all transitions associated with outputs in
the forbidden set Fout. However, this method generally fails
to produce a valid SS under FOC, as illustrated below.

Example 2: Consider LFAI G2 in Figure 3 with x2 as
the target state (i.e., x̄ = x2), and the forbidden output
set defined as Fout = {F}. As in the approach presented
in Section III.B, the first step consists in removing all
arcs corresponding to the forbidden output set F . An SS
is then computed on the auxiliary graph derived from the
resulting completely specified LFAI. The obtained sequence
is ω̄ = e3e3e2e1e1e3e3. However, one can observe that if
the system is initially in state x3, the execution of ω̄ on
the initial graph G2 will inevitably produce the forbidden
output F . This implies that while ω̄ is a valid SS to target
state x2 for the considered example, it does not satisfy the
FOC requirement and therefore is not an SS under FOC {F}.
Thus, arc pruning approach based on forbidden outputs fails
to produce a valid SS under FOC. ♢

B. SS under FOC based on modified greedy algorithm

To address the problem of computing an SS under FOC,
we propose Algorithm 2, which adapts the classical greedy
algorithm (see Algorithm 1) to handle output restrictions.
This new algorithm relies on a depth-first search (DFS)
strategy to explore sequences that avoid forbidden outputs.
DFS is chosen for its simplicity and practical efficiency in
finding feasible solutions, even though it does not guarantee
optimality in terms of sequence length. Since the exploration
operates over the auxiliary graph, we introduce a disjoint
unordered state pairs operator for a given set of states X ′ ⊆
X as follows.

Definition 6 (Disjoint unordered state pairs): Let X ′ be
a subset of states X , a complete partition into pairs of
unordered states is defined as follows:

• If |X ′| = 2k with k ∈ N, P (X ′) =
{{x1, x2}, {x3, x4}, . . . , {x2k−1, x2k}} where
|P (X ′)| = k and all elements xi ∈ X ′ appear in
exactly one pair.

• If |X ′| = 2k + 1, then exactly one pair will consist
of two identical states x2k+1 such that P (X ′) =
{{x1, x2}, {x3, x4}, . . . , {x2k−1, x2k}, {x2k+1, x2k+1}}.

■

Algorithm 2: Adapted Greedy Algorithm for SS
under FOC computation

Input: A(G̃), Fout, x̄
Output: SS ω̄ under FOC

1 k ← 0, ω0 ← ϵ, ϕ(ω0)← X;
2 while ϕ(ωk) ̸= {x̄} do
3 k ← k + 1;
4 Select xp, xq ∈ ϕ(ωk−1) such that p ̸= q;
5 S ← empty stack;
6 S.push(υpq, ϵ, ϕ(ωk));
7 Tag υpq as visited;
8 while S ≠ ∅ or ῡ = (x̄, x̄) is not visited do
9 (υ, ω,Φ)← S.pop();

10 Select e ∈ E such that δA(υ, e) is not visited
11 if

⋃
υ′∈P (Φ) ObsA(υ′, e) ∩ Fout = ∅ then

12 Tag δA(υ, e) as visited;
13 Φ←

⋃
υ′∈P (Φ) δ

A(υ′, e);
14 S.push(δA(υ, e), ωe,Φ);

15 if S = ∅ then
16 Stop: No SS under FOC exists for x̄ ;

17 else
18 (υ, ω,Φ)← S.pop();
19 ωk ← ωk−1ω;
20 ϕ(ωk)← Φ;

21 ω̄ ← ωk.

The adapted greedy algorithm (Algorithm 2) computes
an SS under FOC for a completely specified LFAI G̃,
using its associated auxiliary graph A(G̃). The algorithm
proceeds iteratively, gradually reducing the current set of
possible states ϕ(ωk) to the target singleton state {x̄} through
successive input sequences ωk. At each iteration, a pair of
distinct states (xp, xq) from ϕ(ωk−1) is selected to form
the auxiliary graph state υpq (step 4), and a depth-first
search (DFS) is initiated from this node using a stack-based
exploration strategy.

During the DFS, transitions are only followed if the
corresponding input event does not produce any forbidden
output for the current set of state pairs P (Φ) (step 11). If a
valid sequence is found that merges the selected state pair
without violating the output constraint, the resulting input
sequence is appended to the current sequence ωk−1 (step 19),
and the reachable state set ϕ(ωk) is updated accordingly (step
20). This process is repeated until the current set of possible
states ϕ(ωk) equals {x̄}, or until no such sequence can be



found, in which case the algorithm terminates, indicating that
an SS under FOC does not exist (step 15).

Example 3: Consider again LFAI G2 shown in Figure 3,
along with its auxiliary graph A(G̃2), partially depicted
in Figure 4. The objective is to compute an SS under
FOC Fout = {F} with respect to target state x2. Suppose
Algorithm 2 selects the state pair (x2, x4). The stack S
is then initialized with the tuple (υ24, ϵ,X). At the first
level of depth, assume that event e2 is selected. This
leads to state δA(υ24, e2) = υ13 and no forbidden output
is generated from any state pair. Specifically, we have⋃

υ′∈P (X) ObsA(υ′, e2) = ObsA(υ01, e2)∪ObsA(υ23, e2)∪
ObsA(υ45, e2) = {A}. The stack is then updated as
S.push(υ13, e2, {x0, x1, x3}) and υ24 is tagged as visited.
At the second depth, the algorithm pops the last element
from the stack and evaluates an outgoing transition. It
proceeds with e2, as e1 generates a forbidden output. Since
δA(υ13, e2) = υ0 has not been visited before and F /∈⋃

υ′∈P ({x0,x1,x3}) ObsA(υ′, e2), the state is pushed onto the
stack as (υ0, e2e2, {x0}) and tagged as visited. The algorithm
continues execution and finally computes the sequence ω̄ =
e2e2e1e1e3e3. As can be verified in Figure 3, this sequence
is a valid SS under FOC {F} for target state x2. ♢

υ4

υ3

υ5

υ2

υ24
υ0

υ13

υ1

υ01

υ23

υ45
e2 : {A,A}

e1 : {A,A}

e3 : {A,A}

e2 : {A,A}

e2 : {A,A}

e1 : {A,A}

e3 : {F, F}

e3 : {A,A} e2 : {A,A}

e3 : {ϵ, A}

e2 : {A,A}
e2 : {A,A}

e2 : {A,A}

e1 : {F, F}

e3 : {ϵ, F}

e2 : {ϵ, A}

e2 : {A,A}

e3 : {A,A}

e2 : {A,A}

Fig. 4. Partial representation of the auxiliary graph A(G̃2)

The complexity of determining an SS under FOC is driven
by the DFS process used in the algorithm. In the worst case,
DFS time complexity is O(bd) [14], where d represents the
longest path between a chosen υij and ῡ in the auxiliary
graph. Specifically, d is bounded by (|X| · (|X|+1)/2)− 1.
The maximum branching factor b corresponds to the number
of possible transitions, which is bounded by |E|. Therefore,
the resulting complexity is O(|E|((|X|·(|X|+1))/2)−1).

V. CASE STUDY

This section presents a case study illustrating the utiliza-
tion of SS under both input and output constraints. Consider
two autonomous mobile robots R1 and R2 tasked with
navigating between four workstations: 1, 2, 3, and 4 as
depicted on Figure 5.

Workstation 1

Workstation 3

Workstation 4

Workstation 2

Fig. 5. The considered CPS

The robots are controlled through input commands sent
via a communication network, while their states are observed
through sensor outputs transmitted to the controller over the
same network. The controller, robots, and communication
network together constitute a cyber-physical system (CPS).

Fig. 6. Output synchronized Petri net model of the considered CPS

Label Formal definition Physical meaning
F1 (↓ M(P1)∧ ↑ M(P2)) ∨

(↓ M(P1)∧ ↑ M(P4))
A robot leaves workstation 1
and enters workstation 2

F2 ↓ M(P2)∧ ↑ M(P3) A robot leaves workstation 2
and enters workstation 3

ε – All remain scenarios of move-
ments

TABLE I
CPS OUTPUTS

The CPS is modeled using an OutSynPN given by Fig-
ure 6, where places represent the physical locations, i.e., the
workstations. The transitions are associated with movement
commands, and the outputs correspond to sensor readings
that provide feedback on the robot’s state. For example,
if at least one robot is present in workstation 1, event e5,
associated with transition t5, enables the movement of a
robot from workstation 1 to workstation 3. Event e3, linked
to both transitions t3 and t8, is a synchronizing control
input that allows the simultaneous evacuation of robots from
workstations 3 and 4 back to workstation 1. Note that if two
robots are located in the same workstation, a single control
event can move only one robot at a time. Several sensors
are deployed in the physical system to detect specific robot
movements. Without loss of generality, we consider only the
forbidden outputs Fout = {F1, F2}, as defined in Table I. All
other authorized outputs are abstracted as ε.

We assume that the CPS has been compromised by an
attack, resulting in the loss of knowledge about the current
positions of the robots. In this scenario, control input e4



is considered compromised and is therefore unavailable to
the controller. The controller’s objective is to compute a
synchronizing sequence that safely guides both robots to
workstation 1—regarded as a secure location—without any
prior knowledge of their positions, without using the compro-
mised event e4, and without generating the forbidden outputs
F1 or F2, which could potentially leak sensitive information
to the attacker.

x3

x4

x6

x1

x2

x8

x7

x0

x5

x9

e2 : F2

e6 : ε

e2 : F2
e6 : ε

e3 : ε

e5 : ε

e1 : F1

e4 : ε

e6 : ε

e2 : F2

e4 : ε

e3 : ε

e5 : ε

e1 : ε

e3 : ε

e1 : F1

e1 : ε

e2 : F2
e6 : ε

e1 : F1

e4 : ε

e3 : ε

e5 : ε

e1 : ε

e3 : ε

e1 : F1

e4 : ε

e5 : ε

e3 : ε

e3 : ε

Fig. 7. LFAI of the case study

LFAI state Associated robots position
x0 2P1

x1 P1P2

x2 P1P3

x3 2P2

x4 P2P3

x5 P1P4

x6 2P3

x7 P2P4

x8 P3P4

x9 2P4

TABLE II
STATES OF LFAI

Based on the OutSynPN model, the corresponding LFAI
is derived and presented in Figure 7. The meaning of each
LFAI state is detailed in Table II, where the notation Pi

(respectively, 2Pi) indicates that one robot (respectively, two
robots) is located in workstation i. An MLFAI is first derived
from the original LFAI by pruning the transition labeled with
e4. Subsequently, an auxiliary graph is constructed from the
resulting completely specified MLFAI. This auxiliary graph
contains 55 states in total. Algorithm 2 is then applied to
compute an SS to target state x0 under both FIC {e4}
and FOC {F1, F2}. The resulting sequence is given by
ω̄ = e5e3e5e3e5e5e3e3e5e5e6e1e1e3e5e3.

To illustrate the application of the proposed approach,
consider a scenario where both robots are initially located
at workstation 2, which corresponds to the CPS being in
state x3 = 2P2. When the computed synchronizing sequence
is applied, it leads to the following sequence of robot
movements: x3

e5:ε−−→ x3
e3:ε−−→ x3

e5:ε−−→ x3
e3:ε−−→ x3

e5:ε−−→

x3
e5:ε−−→ x3

e3:ε−−→ x3
e3:ε−−→ x3

e5:ε−−→ x3
e5:ε−−→ x3

e6:ε−−→
x3

e1:ε−−→ x7
e1:ε−−→ x9

e3:ε−−→ x5
e5:ε−−→ x8

e3:ε−−→ x0. Note that
only ε is generated as output.

The synchronizing sequence ω̄ guarantees that both robots
reach workstation 1, regardless of their positions, while
ensuring that the forbidden event e4 is avoided and no
forbidden outputs {F1, F2} are generated.

VI. CONCLUSIONS

This paper addressed the problem of recovering a cyber-
physical system to a known safe state after a loss of
state estimation, which may occur due to cyberattacks. The
proposed method is based on labeled finite automata with
inputs derived from an output synchronized Petri net. It con-
sists of arc pruning method and modified greedy algorithm
with depth-first search to compute synchronizing sequences
under forbidden input and output constraints. A case study
involving mobile robots is presented. Future work includes
analyzing the scalability of the approach on larger systems
and developing more efficient search strategies, possibly
incorporating heuristic-guided techniques. Another direction
is the use of adaptive synchronizing sequences that adjust
dynamically based on observed outputs.
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