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Abstract— This paper presents an offline safety analysis
framework for neural controllers in model predictive control
settings. Building on the insight that a (sensed) reference
trajectory can be treated as a disturbance preview, our method
constructs a non-adversarial controlled invariant set that both
captures realistic operating conditions and includes the adver-
sarial disturbance set. This formulation reduces safety checking
to a collection of input–output constraints on the neural
network. Leveraging a neural network verifier, our approach
identifies counterexamples even when nominal performance
matches that of a model predictive controller baseline. In a lane-
keeping automated-driving case study, we falsify three neural
controllers within minutes. We demonstrate that disturbance
preview reduces false alarms in counterexample search and
that the workflow scales to networks of practical size. Thus,
the framework offers an effective rigorous safety certification
of learned controllers in cyber-physical systems.

I. INTRODUCTION

Artificial Intelligence (AI) integration has become in-
creasingly popular in control systems, offering efficient
approximation that can significantly reduce the memory
footprint and online computation compared to traditional
Model Predictive Control (MPC) implementations [1], [2].
In embedded and real-time applications – such as automated
driving, robotics, aerospace, and emerging Edge AI platforms
– Deep Neural Networks (DNNs) promise faster execution
and easier deployment on resource-constrained hardware.
However, their black-box nature raises concerns in safety-
critical settings, where formal guarantees on closed-loop
behavior are required. Empirical testing of relevant behaviors
alone often fails to uncover rare but catastrophic failures in
autonomous systems, as documented in recent studies of self-
driving vehicles [3], [4], [5].

Robust control methods address safety by operating within
the Robust Controlled Invariant Set (RCIS), which ensures
constraint satisfaction under worst-case disturbances [6].
While theoretically sound, this approach is often overly
conservative: restricting operation to the RCIS can exclude
relevant scenarios and degrade performance, and it does not
directly apply to learned controllers whose decision logic is
not easily explainable. Moreover, existing DNN-verification
methods typically check simple input-output properties on
feed-forward networks [7], [8], without considering closed-
loop behavior or handling time-varying references.

In this paper, we propose an offline safety analysis frame-
work that bridges these gaps for tracking DNN controllers
in an MPC context. Based on the insight that a reference-
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tracking MPC can be reformulated as an MPC with dis-
turbance preview, the sensed reference trajectory can be
treated as a known exogenous input. This allows to compute
a non-adversarial Controlled Invariant Set (CIS) [9] that
captures realistic operating conditions beyond the worst-case
disturbance envelope, e.g., using fixed-point methods [10].
Embedding this CIS into the network’s inputs reduces safety
properties to a set of constraints on the DNN, which is
checked using an Satisfiability Modulo Theory (SMT)-based
verifier (e.g. [7]). The output is either a formal guarantee
of safety or a concrete counter-example input demonstrating
constraint violation. The main contributions are:

(i) Reference tracking in MPC is casted as a disturbance
preview, enabling integration with invariant-set meth-
ods.

(ii) A CIS is computed that reflects realistic disturbances
and contains the worst-case set to yield less conserva-
tive yet rigorous safety bounds.

(iii) The CIS is encoded as input–output constraints on the
DNN and an off-the-shelf DNN verifier is used to au-
tomatically certify safety or produce counterexamples.

(iv) The framework is applied to DNN controllers for a
Lane Keeping Assist System (LKAS). Despite match-
ing nominal MPC performance, each controller is fal-
sified in minutes.

Recent studies have highlighted the challenges of ensuring
the safe behavior of DNN-controlled systems, particularly
in the presence of disturbances [11]. For complex systems
such as automated driving vehicles, traditional testing [12]
is often accompanied by searching for specification coun-
terexamples in simulation [13]. Formal verification may
provide enhanced safety assurance compared to traditional
testing. Various methods have been proposed for formally
verifying DNNs, particularly for deep feed-forward [7] and
convolutional neural networks [8], but these approaches
typically focus on simple input-output properties. Some
AI-based solutions can facilitate safe decision-making in
uncertain robotic environments [14], but many have only
been validated on small-scale problems [15] or are limited to
specific neural network architectures [16]. Alternatives such
as offline monitoring [17] have been proposed, but they may
encounter challenges related to real-time performance and
scalability. Recent works use the CIS for checking the safety
of DNN-based automated driving controllers [18], [19], yet
none combine disturbance-preview invariant sets with offline
DNN safety analysis in an MPC setting for safety-critical
embedded applications.

The remainder of the paper is organized as follows. Sec-



tion II formalizes the tracking control problem and introduces
disturbance preview. Section III presents our non-adversarial
invariant-set computation and the safety analysis framework.
Section IV details the LKAS case study and discusses
performance, followed by a conclusion in Section V.

Notation. An m × n zero matrix is denoted 0m,n. For
α ∈ R and X ⊂ Rn, αX := {αx | x ∈ X}. [0, N ] denotes
an integer set from 0 to N .

II. PROBLEM STATEMENT

Consider a controller given as a DNN for a dynamical
system with state xt ∈ X ⊂ Rn, control ut ⊂ U ∈ Rm, and
a disturbance dt ∈ D ⊂ Rl. The compact disturbance set D
contains all possible disturbances. Assume that predictions
of the disturbances are available at each sampling time t,
such as for an external signal previewed ahead by sensors.
For instance, for the LKAS case study the disturbance is
the orientation of the reference. Consequently, the input of
the DNN comprises the current system state xt and the dis-
turbance predictions d[0,N−1]|t = [dT0|t, d

T
1|t, . . . , d

T
N−1|t]

T ,
where each d.|t ∈ D. Without loss of generality, the output
of the DNN is the control ut in this work. An extension for
the case when the DNN output is a vector of controls or a
state trajectory over the planning horizon is readily possible,
as outlined in following remarks.

A. Deep neural network controller

The DNN is a composition of multiple layers of neurons,
where each layer applies a linear transformation followed
by a non-linear activation function. Each layer i performs
z̃(i) = σ(i)(W (i)z(i)+b(i)), where z̃(i) represents the output,
z(i) is the input, σ(i) is the activation function, W (i) is the
layer weight matrix, and b(i) is the layer bias vector. Assume
that the activation functions are given as a Rectified Linear
Unit (ReLU), i.e., σ(i)(y) = max{0, y}. Thus, given the
input x̃t = [xT

t , d
T
0|t, . . . , d

T
N−1|t]

T the DNN controller with
L layers is a mapping g : Rn+N → Rm with:

u = g(x̃t)=W (L)σ(. . . σ(W (1)x̃t + b(1)) + . . .) + b(L).
(1)

The DNN has been trained by a suitable machine learning
technique, such as imitation or reinforcement learning [20].

B. System model and safety objective

Consider the discrete-time system model:

xt+1 = Axt +But + Edt, (2)

where A,B and E are real matrices of appropriate dimen-
sion. Although we focus on models of the form (2), the
safety analysis framework proposed in this paper can be
readily adapted to smooth nonlinear systems, as outlined in
the discussion. Let O = X × U denote the operation set
of admissible state-control pairs. Our goal is to certify that,
under all admissible disturbances, the closed-loop operation
remains in O. As the control ut is limited, the safe operation
set S will be a subset of O, i.e., S ⊂ O.

Start: DNN Controller, System Model, Operation Set

1. Reformulate Reference as Disturbance Preview

2. Compute Non-Adversarial CIS

3. Encode CIS as DNN Input-Output-Constraints

4. Run DNN Verifier

Safe?Certified Counterexample
Yes No

Fig. 1: The safety analysis framework.

C. Problem formulation

Problem 1: Given the DNN controller (1) and the system
model (2), determine whether for any state xt ∈ X and
disturbance predictions d[0,N−1]|t, di|t ∈ D, the controller
provides controls ut ∈ U that produce following states
xt+1 ∈ O with (2).
This problem cannot be solved directly, due to the following
reasons. First, only one disturbance is contained in the model
(2) at time t, but the DNN input contains a disturbance
prediction vector d[0,N−1]|t. Picking random values for dis-
turbance predictions within D might not allow any safe
following system state, as the control is bounded. Second,
due to the presence of bounded controls and disturbances,
it is hard to define S analytically. In practice, the system
may be initialized or be pushed into a challenging state
by a sporadic large disturbance, which may still allow safe
operation over time, e.g., if the disturbance disappears in the
following evolution of the system. Third, the safety property
for the DNN controller must be represented in a form that
allows rigorous and scalable automatic analysis.

III. SAFETY ANALYSIS

This section presents the safety analysis framework for
DNN controllers (Fig. 1). First, we augment the nominal
plant model by treating the reference or disturbance forecast
as an explicit preview input, yielding an auxiliary system.
Second, we compute a non-adversarial CIS for this aug-
mented model – the largest subset of the operation enve-
lope from which the controller can guarantee safety under
an adversarial perturbation while exploiting non-adversarial
preview. Third, we derive a finite set of inequalities over the
DNN inputs and outputs that enforces one-step invariance
of the CIS. Finally, these constraints are encoded into an
off-the-shelf DNN verifier to automatically certify safety or
produce counterexamples.

A. Augmented System Model

The disturbance prediction can be integrated into the
system (2) by additional states corresponding to the preview
of the disturbance. Specifically, the following augmented



system is obtained:

xt+1 = Axt +But + Ed0|t

d0|t+1 = d1|t
...

dN−1|t+1 = dN |t,

(3)

where dN |t ∈ D is a non-measurable disturbance. The
operation set of (3) is denoted by Od ⊆ X × U ×DN .

Remark 1: If the output of the DNN is a control vector
over the planning horizon, additional states can be integrated
into the system (3) for each control value.

B. Computing the safe set

As the augmented system (3) is subject to constrained
controls and disturbances, its safe set Sd will be computed
by a CIS, i.e., the set of states that the system can enter and
remain in indefinitely under the influence of its dynamics,
controls and disturbances. Let a disturbance model be a
function that assigns a subset of D to each state x ∈ X .
Most existing research on safety control focuses on the case,
where the disturbance model assumes that the worst case
disturbance acts always on the system. The corresponding
maximal RCIS is typically a very small portion of the
operation set Od, such that an analysis with respect to it
does not cover many practically relevant states. An example
of such a state is an xt ∈ Sd located close to the boundary
of Sd, but when almost no disturbance is acting the system
can resume safe operation within Sd in the following steps.

To obtain the set of disturbance models to which a
controller can possibly be robust to when the system is in
state xt, as inspired by [9], the disturbance is decomposed
into two components as D = {ud + d | ud ∈ (1− α)D, d ∈
αD,α ∈ [0, 1]}, treating ud as an additional control. This
set is sufficiently rich, as it encompasses uncountably many
subsets of D that maintain the same shape as D and are
scaled to different sizes and positioned at various locations
in D. Thus, introduce a corresponding new state variable
αi ∈ [0, 1] and a new control ud

i ∈ Rl for each disturbance
prediction, forming the vectors α = [α0, . . . , αN−1]

T and
ud = [ud

0, . . . , u
d
N−1]

T . Then, the system (3) is extended to:

xt+1 = Axt +But + E(ud
0|t + d0|t)

d0|t+1 = ud
1|t + d1|t

...

dN−1|t+1 = ud
N−1|t + dN−1|t

α0|t+1 = α0,t

...
αN−1|t+1 = αN−1,t.

(4)

with corresponding operation set Odα = X×U×DN ×αN .
The maximal RCIS of (4) with respect to the operation set
Odα is denoted by Smax,α. When α = 1N , Smax,1 corresponds
to the maximal RCIS with respect to Od1 assuming the
worst-case disturbance. When α = 0N , Smax,0 denotes the

maximal CIS of the undisturbed system. Note that all Smax,α
for αi ∈ (0, 1) are subsets of Smax,0. Therefore, for any initial
state x0 not contained in Smax,0, it is impossible to find a
controller and a disturbance model such that the system is
safe. Since both O, D and α are polytopes, Odα is also a
polytope, and the maximal RCIS Smax,α can be approximated
using standard iterative methods such as [21].

Remark 2: If the maximal RCIS Smax,α cannot be com-
puted exactly, for example when (4) is non-linear, any
controlled invariant inner approximation of Smax,α can be
utilized for the safety analysis, although at the cost of
increased conservativeness.

C. Safety analysis by model checking

Assuming that Smax,α is described by ns inequalities
Asx̂ ≤ Bs with x̂ = [xT

t , d
T
[0,N−1]|t, α

T ]T , the DNN safety
property is given by the following finite set of inequalities:

ut ∈ U, (5)[
As 0ns,m

] [ x̂
ut

]
≤ Bs, (6)

[
As 0ns,m

] [A 0n,2N B
02N+m,2N+n+m

] [
x̂
ut

]
≤ Bs. (7)

This ensures that any control ut provides robust safety
guarantees when the system operates within the maximal
RCIS Smax,1, and that the DNN control ut offers robustness
guarantees within the extended CIS Smax,0≤α<1 for smaller
disturbances. Even if Smax,1 is empty, the DNN may provide
a control ut that allows to remain in the extended CIS
Smax,0≤α<1. Thus, Problem 1 is reformulated as follows.

Problem 2: Given the DNN controller (1) and the safe
set Smax,α, check if for any state xt ∈ Smax,α, disturbance
prediction d[0,N−1]|t, di|t ∈ Smax,α, and αi ∈ Smax,α that
satisfy (5) and (6), the DNN-based controller (1) provides
controls such that (7) holds.
The safety analysis is thus reduced to assigning DNN input
values that satisfy all safety constraints simultaneously or
confirming that no such assignment exists.

To verify the correctness of the DNN and its adherence to
safety specifications (5)-(7), model checking is employed as
a final step. Problem 2 can be formulated directly as a Mixed-
Integer Linear Program (MILP). However, the runtime of the
MILP-based approach increases exponentially with deeper
networks. Some specialized DNN verifiers scale linearly with
the number of layers [22]. Consequently, a DNN verifier is
employed to assess the safety of the DNN. Along with the
DNN, the verification query submitted to the verifier includes
a property to be evaluated. The tool [7] is used to answer
queries about a network’s properties (5)-(7) by transforming
these queries into constraint satisfaction problems. However,
the property (5)-(7) to be checked over the inputs x̂ and
output ut of the DNN has a higher dimension than the
input x̃ of the DNN (1), as it contains α as an additional
variable. Therefore, the input vector of (1) is extended
without modifying the DNN behavior. This is accomplished
by adding N additional zero columns to the right of the



Fig. 2: Lateral vehicle kinematics [23].

weight matrix W (1) of the DNN (1) to account for α. The
weights associated with the original inputs as well as the
overall DNN behavior remain unchanged. At the same time,
the DNN verifier is free to choose α values within admissible
bounds to cover the range of possible disturbances.

Remark 3: If the output of the DNN is a control vector
over the planning horizon, the DNN safety property is given
by multiple instances of (5) and (7) for each control. If
the output of the DNN is a state vector over the plan-
ning horizon, let x̃i = [xT

i , 01,N , 01,N ]T for each output
state. Then, the overall state for model checking is x̂ =
[xT

t , d
T
[0,N−1]|t, α

T , x̃t+1, . . . , x̃N−1]
T and the DNN safety

property is given by (6) with appropriate dimension and
multiple instances of Asx̃i ≤ Bs for each output state. The
combined case – where the outputs include both a vector of
controls and states – can be addressed in a similar manner.

IV. CASE STUDY

This section presents a case study that demonstrates the
application and effectiveness of the proposed safety analysis
for DNN controllers for automated driving. Consider an
automated driving vehicle that has to keep its lane in a
highway driving scenario (Figure 2). Given a reference curve
Γ, which denotes the center of the lane, linearized relative
kinematics are assumed. The vehicle’s rear axle center is
used as a reference point, d represents the normal signed
distance between the reference curve and the center of the
rear axis of the vehicle (known as the cross-track error), θ is
the vehicle orientation, and the curvature κ is the control. The
orientation θr is the normal distance between the reference
curve and the vehicle’s rear axle center position, serving as a
disturbance to the model. The state contains θ and d, yielding

xt+1 = Axt+Bκt+Eθr,t, with

A =

[
1 0
vts 1

]
, B =

[
vts
1
2vt

2
s

]
, E =

[
0

−vts

]
,

(8)

for a constant longitudinal velocity of v = 30m/s and
sampling time ts = 0.2 s. The operation set is given as

O = {|d| ≤ 2m ∧ |θ| ≤ π/2 rad∧
|κ| ≤ 0.2m−1, |θr| ≤ π/10 rad}.

(9)

A. Data generation

An MPC is designed using the model (8) with an optimiza-
tion horizon of N = 5 samples. Let t denote the current
time step and t̃ the optimization horizon time. Given the
initial state xt and the disturbance prediction d[0,N−1]|t =
[θTr,0|t, θ

T
r,1|t, . . . , θ

T
r,N−1|t]

T , a linear program is solved to

find the maximal α∗ such that (xt, d[0,N−1]|t) ∈ Smax,α. The
corresponding slice Smax,α∗ is used as a terminal set for the
states and P is an n × n matrix representing costs on the
terminal states, obtained as the solution to the corresponding
infinite discrete-time Linear Quadratic Regulator problem.
With the weight of the control wr = 0.1, the following
Quadratic Program (QP) is formulated:

minκ[t̃,t̃+N−1]

N−1∑
t̃=0

((xt̃)
Txt̃ + wrκ

2
t̃ ) + xT

t̃+NPxt̃+N ,

s.t. ∀t̃ ∈ [0, N ], (8), xt̃ ∈ O, κt̃ ∈ O;

xt̃ = xt, (xt̃+N , d[0,N−1]|t) ∈ Smax,α∗ .

(10)

The QP problem, characterized by 288 constraints and 72
continuous optimization variables, is solved and applied in
a receding horizon manner, i.e., at each time step only
the first control action is applied, and then the process
is repeated. The generated data contains 10,000 different
MPC runs, each corresponding to a unique initial state and
disturbance prediction vector, uniformly distributed within
the bounded polyhedron of the invariant Smax,α. Note that
while the maximal RCIS is utilized in the controller, it is only
implicitly considered through the data for DNN training.

B. Training

As deep network architectures, which consist of multiple
hidden layers, demonstrated superior performance in terms
of training error and memory efficiency for some functions
compared to shallower alternatives [1], the considered net-
work architecture is composed of several fully connected
layers with ReLU activation functions except for the output
layer where a linear function is used. Various network
architectures were empirically explored, including shallow
and deep networks, to determine a suitable configuration.
Finally, three DNNs with different architectures were de-
signed. DNN 1 is a shallow network featuring a single
hidden layer with 40 neurons, while DNN 2 has two hidden
layers each with 20 neurons. DNN 3 is a deeper network
comprising 4 hidden layers, each containing 10 neurons. All
DNNs have the same number of inputs n + N and outputs
l = 1. For the training of the DNN, the Adam optimizer
is employed. The training process is conducted using 90%
of the generated data as training data, while the remaining
10% is reserved as evaluation data. This division allows
for the conventional assessment of the performance of the
trained model and ensures that generalization to unseen data
is achieved. Figure 3 illustrates the training error for the three
network architectures. The evaluation error closely resembles
the training error, indicating that overfitting is not present;
thus, it is omitted here for conciseness. Although all DNNs
have the same total number of neurons, DNN 3 achieves a
much lower training error. The performance and robustness
of this controller will be assessed in the following.

In this section, a conventional performance evaluation of
the DNN controller is undertaken. For that, a disturbance
trajectory is concatenated from samples of disturbance vec-
tors d[0,N−1]|t from the evaluation data set. Figure 4 shows a



Fig. 3: Training error for different network architectures.

(a) Disturbance trajectory.

(b) State trajectory of the lateral deviation d.

(c) State trajectory of the angle θ.

Fig. 4: Performance of the controllers with concatenated
disturbance trajectories from the evaluation set.

comparison between the MPC controller that solves the QP
(10) online using the solver LCP and the DNN controller
DNN 3 that solely evaluates the DNN trained in the previ-
ous subsection. The same initial conditions and disturbance
trajectories are utilized for both solutions. Even for unseen
scenarios, a very similar performance is achieved by the deep
learning-based controller compared to the MPC that solves
QPs to global optimality at each sampling interval.

C. Safety analysis results

The CIS is computed as described in Sec. III using a fixed-
point iteration approach [10]. Figure 5 shows invariants for
different values of α and ud = 0. Geometrically, for 0 ≤ α <
1, ud ̸= 0, ud ∈ (1 − α)D shifts the corresponding safe set
along the y-axis according to the dynamics (8). The SMT-
based tool [7] is used as a DNN verifier to check the safety

Fig. 5: Safe sets for varying α (with ud = 0); contours show
the boundary of Smax,α.

TABLE I: Verification/falsification times of the DNNs with
different number of weights nweights (including biases) and
upper bound disturbance parameters αmax.

DNN
No

Neuron config αmax nweights falsification
time [min]

verification
time [min]

1 40 1 361 3.0 –
2 20-20 1 601 5.1 –
3 10-10-10-10 1 421 6.1 –
3 10-10-10-10 0.5 421 5.3 –
3 10-10-10-10 0.25 421 – 4.2

properties of the DNNs, trained as described in Sec. IV-B on
a standard workstation with an Intel Core i7-11850H CPU
with 64 GB DDR4 RAM.

As shown in Sec. IV-B, the performance of the baseline
MPC and the DNN controllers match for the test data set.
The MPC tackles all scenarios safely, as both the RCIS
and the disturbance prediction are explicitly considered in
the problem formulation. However, when the safety analysis
is applied to the DNNs, falsifying scenarios are identified
within minutes. A particular emphasis is put on DNN 3,
which exhibited the best performance among the trained
DNNs. As the analysis stops when a falsifying DNN input
is discovered, in some instances the upper bound αmax of
α was reduced to values below 1 to focus not only on
the worst-case disturbances. The results of the analysis are
summarized in Table I. DNN 3 provides safe controls only
for small disturbances. Even for αmax = 0.5, which captures
moderate disturbances, a falsifying control is found.

D. Discussion

The results demonstrate that our offline safety analysis
framework is an important complement to standard per-
formance evaluations for neural controllers. Although the
performance of the studied DNNs matched MPC baselines
on nominal test sets, our method uncovered safety violations
highlighting the danger of relying only on empirical bench-
marks. Unlike classical RCIS, which captures only states



safe under all possible disturbances, our non-adversarial CIS
also contains states that are safe under the admissible distur-
bance previews, thereby covering a richer set of real-world
scenarios. By systematically exploring the non-adversarial
disturbance space instead of solely worst-case scenarios,
we achieve a comprehensive analysis of operational safety.
This helps us to avoid both false negatives, where hazards
within the set S but outside the worst-case subset remain
undetected, and false positives, such as states that are part
of the operational set O but lie outside the safe set S.

Although formulated for linear models, the framework
extends to smooth nonlinear systems by bounding nonlin-
earities within the disturbance set D. This can be achieved
by partitioning the state space into local regions, linearizing
the dynamics on each region, and bounding the linearization
error as an additional disturbance. Computing local CISs and
combining them yields a global safe set, which can be used
in the DNN verifier exactly as in the linear case.

The proposed approach is conditional on the fidelity of
the underlying model: if the dynamics deviate significantly
from the true plant, safety certificates and counterexamples
may be invalid. Moreover, computing high-dimensional CISs
and solving large SMT queries can be computationally
intensive. Empirical benchmarking against verification alter-
natives based on MILP or abstract interpretation will further
quantify the trade-off between runtime and conservatism.
Combining offline certificates with runtime monitors may
help to account for model-plant mismatches.

Beyond automated driving, our methodology applies to
safety-critical cyber-physical systems with predictive control
and learned components – ranging from aerospace naviga-
tion to industrial robotics and energy-grid management. By
unifying invariant-set theory with state-of-the-art DNN veri-
fication, the framework equips practitioners with a rigorous
and practical tool for certifying neural controllers.

V. CONCLUSIONS

This paper proposed an offline safety analysis framework
for neural controllers in an MPC setting by reformulating ref-
erence tracking as disturbance preview and computing a non-
adversarial controlled invariant set. Embedding this safe set
as constraints on the network’s inputs and outputs allows us-
ing off-the-shelf verifiers to deliver guarantees or counterex-
amples. In a lane-keeping case study, our pipeline falsified
learned controllers in minutes, despite their nominal MPC-
level performance, while reducing false alarms compared to
classical robust invariants. By combining invariant-set theory,
disturbance preview, and DNN verification, our framework
helps to deliver certifiable, explainable, and edge-deployable
neural controllers for safety-critical cyber-physical systems.
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