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Abstract—Applying machine learning to fully distributed
environments is always becoming more crucial in several
real-life contexts. In networked environments, data models
can evolve dynamically over time subject to continuous
changes known as concept drifts. Detecting when concept
drift occurs is essential for various drift-handling techniques
and plays a significant role in many scenarios. However,
while drift-handling methods exist, an efficient solution for
detecting drift in large-scale networks remains unknown.
This study proposes a concept drift detection approach
allowing to capture temporal variations in the data, enabling
a more robust identification of data changes. Specifically,
our method detects local models exhibiting a concept drifts
by analyzing deviations in learned representations over
time. We validate our approach using a real-world urban
traffic dataset, demonstrating its effectiveness in identify-
ing concept drift in real scenarios. The results show that
the proposed approach successfully identifies sudden and
gradual drifts, respectively achieving an Fl-score of 0.94 in
sudden drift detection and an F1-score of 0.92 in gradual drift
detection.

Index Terms—concept drift detection, transformer autoen-
coder, drift detection

I. INTRODUCTION

Using Machine Learning (ML) approaches in dis-
tributed scenarios has become increasingly common in
daily life, enabling automated decision-making and self-
learning mechanisms [27] in a safer and more privacy-
preserving environment. Given the dynamic and hetero-
geneous nature of data and data sources [10] in dis-
tributed environments, the performance of ML models
suffers from concept drifts, that can invalidate the data
model [8], [22] and cause their performance degradation.
Concept drifts are defined as unforeseeable changes in
data over time [15] so that the statistical properties of
the variable, which an ML model aims to predict, and
continually change in a not predictable way. To mitigate
the impact of concept drift on the performance of predic-
tive models, several studies have been proposed in the
last years [6]. However, according to [6], most existing
strategies are conceived in centralized scenarios and
show reduced performance when applied and adapted
to distributed settings [11]. To overrun this limitation,
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more recently, specific strategies have been defined for
the concept drift detection in distributed settings [9],
[11], [22]. For example, authors in [11] propose a method
called FedNN employing Weight Normalization and
Adaptive Group Normalization suited for concept drift
heterogeneity. They show that this approach outper-
forms the same state-of-the-art Federated Learning (FL)
methods.

This study introduces a Concept Drift Detection strat-
egy for distributed environments. The novelty proposed
is the adoption of a Transformer Autoencoder to i)
identify concept drifts and ii) identify the type of con-
cept drift (sudden drift, gradual drift).The proposed
autoencoder is trained on a baseline describing different
concept drifts.The proposed approach is evaluated on a
real-world dataset representing an urban traffic scenario.
The proposed assessment is independent from the un-
derlying model, for example a Convolutional Recurrent
Neural Network (DCRNN) [12] can be used.

The document is structured as follows: Section II
reviews the most relevant studies on concept drift detec-
tion. Section III covers fundamental concepts related to
concept drift. Section IV provides a detailed description
of the proposed approach. Section V presents the empir-
ical validation, while Section VI discusses the obtained
results. Finally, Section VII concludes the work with a
summary and discussion.

II. RELATED WORK

Concept drift detection allows the identification of the
specific time instant or interval when changes occur
in the properties of a monitored object [2], [18]. The
drift identification allows for an update of the prior
knowledge of a system and drives the learning models
to properly react to the upcoming changes [5]. For this
reason, in the last years, several concept drift detec-
tion approaches have been proposed [2], [24]. However,
several existing strategies aim to detect concept drift
in centralized settings and offer limited performance
when applied in distributed scenarios. Starting from
these considerations, some centralized algorithms are



adapted to the distributed context showing improved
performance. The study proposed in [5] introduces an
adaptation of the well-known Federated Averaging (Fe-
dAvg) [17] algorithm for distributed learning under
concept drift. The method has been tested on an ad-
hoc dataset describing the activities of 10 different users
when they use their mobile devices. The results show
the improved performance of the approach with respect
to the traditional FedAvg. Another study proposing an
adaptation of the FedAvg algorithm is described in [10].
Even if these strategies show improved performance,
they fail to incorporate the distributed nature of large-
scale and distributed networks [10]. However, in these
settings, traditional drift detection techniques are diffi-
cult to implement due to the absence of direct access
to centralized data. Furthermore, the variation in data
distribution across networked clients adds complexity to
the application and effectiveness of these methods [19].
To overcome this limitation, new approaches are pro-
posed in recent years. FedRepo [22] is a horizontal fed-
erated learning [13] concept drift detection methodology
based on Random Forest (RF) regression models. The
objective is to train and continuously adjust a repository
of federated models that is linked to a group of similar
clients collaboratively. The evaluation of the approach on
a real dataset shows its capability to handle adequately
concept drifts. Authors in [11] introduce FedNN com-
bining Weight Normalization (WN) and Adaptive Group
Normalization (AGN) to reduce heterogeneity in concept
drift data. Other studies have considered the differences
between online and offline model training to identify
anomalies using concept drifts. In fact, since often the
training of a model with time series takes place offline
and may not be corrected in dynamic environments
where normal behavior changes over time, the authors in
[20] have proposed a model based on Recurrent Neural
Networks (RNN), which is updated incrementally with
new data coming in. The model uses RNN to make
multi-step time series predictions and analyzes forecast
errors to identify anomalies and points of change.

Differently from the above solutions, we used an
approach based on transformer autoencoder suitable to
identify concept drifts thanks to an improved capability
to identify the set of complex patterns of signal variabil-
ity over time.

III. BACKGROUND: CONCEPT DRIFT

The phenomenon of concept drift refers to the changes
in the statistical properties of a target domain over time
[16]. It can occur due to evolving patterns, external
influences, or unforeseen shifts in data distribution, mak-
ing it essential to detect and adapt models accordingly.
Concept drift can be categorized into the following types
(7], [14]:

e Sudden (Abrupt) Drift: The data distribution

changes abruptly at a specific point in time.

 Gradual Drift: The data distribution changes slowly
over time, with both old and new patterns coexist-
ing for a period before the new pattern dominates.

o Incremental Drift: The change happens progres-
sively in small steps rather than all at once, making
it more challenging to detect.

o Recurring (Seasonal) Drift: The data distribution
follows a cyclical pattern, repeating after a certain
period.

o Virtual Drift: The input data distribution changes,
but the relationship between input and output re-
mains unchanged. This does not necessarily impact
model performance directly but may indicate poten-
tial future shifts.

Our study primarily examines sudden and gradual
concept drift, since the other types of concept drifts are
often reducible to combinations of these two fundamen-
tal types.

IV. THE APPROACH

The proposed architecture aims to identify concept
drifts according to their types and dynamics in a FL
context. The architecture of the proposed Concept Drift
Detection approach is described in Figure 1.

The figure shows the distributed learning scenario
where there is a fixed number of local clients (Client
1, .., Client n). As described on the right side of the
figure, each client generates local models according to
the local data stream. The models are then transferred
to the Global Model Manager (left side of the figure),
where they are combined and aggregated. The Global
Model Manager can be implemented using different
models since the proposed approach is agnostic from the
underlying model.

At the client level, the Local Model Manager mon-
itors the training of the local models. Moreover, the
Drift Detector component examines the models training
data to detect concept drifts. The local detection is
performed using a transformer-based autoencoder [25],
[26] that processes the data by reconstructing input pat-
terns and measuring deviations through reconstruction
errors. These errors are then assessed against an adaptive
threshold to identify drifted nodes. Considering the left
side of the figure, there are all the components that
are responsible for aggregating the local models into
the global model. However, the Aggregation Manager
ensures the filtering of all the models that exhibit ad-
versarial drift. We assume that the sudden drifts can
be filtered out while the other drifts can be included.
According to the definition reported in Section III, we
consider a drift as sudden concept drift if the local data
stream deviates abruptly from the expected dynamics.
However, the filtering rules can change according to the
context parameters. After the filtering, the Aggregation
Manager aggregates the local models using a custom
FL strategy called DQFed described in [3]. The obtained
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Fig. 1: The concept drift detection architecture.

global model is then sent to the Global Model Manager,
which redistributes it to the clients. The autoencoder
component allows to detection concept drifts from the
analysis of the local data stream [1].

We used a Transformer-based network [25] in order to
identify complex patterns over long-running sequences.
By analyzing the relationships between running se-
quences, the Transformer can identify anomalous trends
that deviate from expected patterns in the data. Addi-
tionally, its attention mechanisms enable it to focus on
specific parts of the input sequence that are particularly
relevant for detecting drifts.

The transformer autoencoder is composed of an en-
coder and a decoder component. The encoder transforms
the input data, while the decoder generates the data
distribution from the encoded representation.

Along the training process, the autoencoder learns an
efficient representation of the initial dataset.

In this step, the input dataset is split into sliding
windows (the window size is D) as described in the
figure 1.

For each window, the MSE (Mean Squared Error)
reconstruction error is minimized by optimizing the
weights of the hidden states in both the encoding and
decoding layers of the autoencoder.

The MSE is computed according to the following
formula:

MSE:|X_(fdecofenc)X| (1)

where, given a D-dimensional data stream of N elements
{X1,Xz,...., Xn}, in which X ={X} X2,..,XP} for
timestamp i, the encoder and decoding functions have
the following dimensions:

Jene : RZP = RT - foec: R = R¥P - (2)
where H is the size encoded layer.

The MSE is evaluated using a fixed error threshold.
According to the analysis of distribution of reconstruct-
ing errors, we consider different thresholds to distin-
guish the concept drift type. Hence, we assumed that
there is a type of concept drift when the MSE stream
overruns the corresponding threshold.

The encoder consists of a set of embedding layers, a
positional encoding layer, and Nr = 4 stacked encoder
layers. The embedding layer transforms the time series
data into a D-dimensional vector using a fully connected
network. Positional encoding plays a crucial role in cap-
turing the dynamics of the time series data. The extracted
hidden features are then passed to the encoder block,
which consists of two layers: a self-attention mechanism
and a positional fully connected network. Each layer
uses a residual net-like structure and a normalization
layer. The obtained features are then input into the
reconstruction network.

The transformer’s reconstruction network leverages
the global features encoded by the encoder to reconstruct



the input. The Decoder(-) function follows the standard
transformer decoder block, as defined in [23].

V. EXPERIMENT DESCRIPTION

The empirical validation aims to evaluate the effec-
tiveness of the concept drift detection approach. More
precisely, we investigate the effectiveness of the pro-
posed approach in detecting gradual and sudden con-
cept drifts. The set of proposed experiments is conducted
by applying the proposed approach to a traffic dataset
evaluating its performance in detecting a set of intro-
duced gradual and concept drifts.

The following subsections propose a short description
of the adopted dataset and the setting of the experi-
ments.

A. The dataset

In this study, we used our approach on a dataset
obtained starting from METR-La [21], a real-world and
large-scale dataset!.

METR-La dataset contains traffic information ex-
tracted by loop detectors posed on highways in Los
Angeles County [4]. The data was collected from March
2012 to June 2012 using 207 sensors (they will corre-
spond to the nodes of our network). This dataset is then
modified by randomly introducing sudden and gradual
drifts. Especially, starting from the initial dataset, 30 ex-
periments are conducted each one introducing a different
number of gradual and sudden drifts.

Figure 2 shows the number of drifted stations across
the conducted experimental runs (from 1 to 30).

Each experiment injects concept drifts into varying
numbers of nodes, affecting different parts of the net-
work. The figure shows fluctuations in drifted nodes
due to randomized injection, ensuring the detection
approach is tested under diverse conditions.

Specifically, for a given station, a data window is
individuated starting from an initial data point, and a
transformation function is applied to introduce the drift.

In the case of sudden drift, the adopted transformation
function is the following:

l’t:ZZ?t')\, fortd§t<te (3)
where ) represents the drift multiplier applied to the
affected data. Instead, concerning gradual drift, the
adopted transformation function is the following:

zp =2 (L+ At —tg)), fortqg<t<t. (4)

where z; represents the data value at time ¢; t; and ¢
are the drift starting and ending points; A is the drift
increment.

Thttps:/ /graphmining.ai/temporal_datasets/ METR-LA.zip

B. Experimental setting

The validation of the proposed approach in the traf-
fic scenario is performed using the original METR-LA
dataset to train the proposed transformer autoencoder.
Specifically, starting from the initial dataset a training set
(containing of 80% of the baseline dataset), and a test set
(containing of the remaining 20% of the baseline dataset)
were used.

Successively, at each run, the transformer autoencoder
is used in the modified METR-LA dataset to perform the
traffic detection.

According to the approach described in Section IV
the MSE reconstruction error over time windows is
computed to identify the concept drifts. Referring to ;
as the input data and Z; as the reconstructed output the
MSE is computed using the following formula:

1« . N2
MSE =~ ;(z ;) (5)
where n is the total number of samples in the data.
The obtained MSE is then evaluated according to
the fixed thresholds to determine if in the monitored
window there is a sudden or gradual drift. The threshold
Tg is computed using the following formula:

Tr=p+k+o 6)

1 represents the mean, 0 is computed as the standard
deviation of historical errors and k is empirically de-
termined. We considered different values for k in order
to optimize the performance of the proposed approach.
Specifically, Tr assumed values included in the range
(0,2).

The performance of the proposed approach has been
evaluated using very known metrics: precision, recall,
Fl-score. Precision represents the ratio between the num-
ber of right-identified concept drifts and the total num-
ber of wrongly and right-identified concept drifts. The
recall is calculated by dividing the number of correctly
identified concept drifts by the total number of concept
drifts in the monitored data stream. Finally, the F1-score
is the harmonic mean of Precision and Recall.

VI. RESULTS AND DISCUSSION

In this section, the results of the proposed experiments
are described and discussed.

Fig. 3a reports the Fl-score distribution for gradual
drift detection across the experimental runs. The dis-
tribution is obtained using the original dataset as the
golden standard and in the figure, the obtained values
across different thresholds are reported. Similarly, Fig. 3b
shows the Fl-score distribution obtained in sudden drift
detection across different threshold values. The figures
show that for gradual drift detection, the best median
value of the Fl-score is equal to 0.92. This value is
obtained by fixing the threshold in the range [0.4,0.5). For
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sudden drifts, the best Fl-score is 0.94 obtained using a
threshold in the range [0.9,1.3). Combining these results,
we observed that fixing the threshold to 0.65 optimizes
the performance of the proposed approach when both
the drift types are considered to obtain a best Fl-score
of 0.89.

Notice that the distribution of the Fl-score, in all
the considered threshold ranges, has an interquartile
included in the interval [0.7,0.9] for gradual drift and
in the interval [0.82,0.93] for sudden drifts. This demon-
strates that the drift detection is almost stable in both
conditions and for the sudden drift, it is more stable
allowing less constrained selection.

VII. CONCLUSIONS AND FUTURE WORK

This paper introduces a novel drift detection approach
in the context of federated learning based on the adop-
tion of a transformer autoencoder. The validation of the
proposed approach is performed on a large extended

real-world traffic dataset. The results of the experiments
show the effectiveness of the approach in detecting both
sudden and gradual drifts. Specially, we observed F1-
score of 0.89 in the best configuration setting (threshold
of 0.65). The experiments also show that the drift de-
tection approach is almost stable when different setting
conditions are used.

Future work aims to extended the proposed validation
on a large number of scenarios, several datasets and
different configuration settings. Moreover, in the future
work, new types of concept drifts will be considered in
order to explore the capability of the proposed approach
to detect more complex drifts.

Furthermore, the proposed approach will be validated
on datasets with natural variations (e.g., seasonal traffic
variations) to strengthen its generalizability. Finally, it
will be analyzed how false drift detections could impact
real-world systems, such as traffic management.
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