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Abstract— Artificial Intelligence (Al) is revolutionizing infor-
mation security, influencing both attack and defense strategies.
Attackers leverage AI to automate cyberattacks and exploit
vulnerabilities, while defenders utilize it for anomaly detection,
predictive threat modeling, and automated responses. Federated
Learning (FL), a privacy-preserving training method, remains
vulnerable to inference attacks. To address this, we propose
the Rényi Differential Privacy (RDP) based federated learning
(RDP-FL) framework, which incorporates moment accounted
noise scaling to dynamically regulate the privacy budget,
achieving an optimal balance between privacy and utility. This
method minimizes unnecessary noise addition while maintain-
ing strong privacy guarantees, thereby preserving data integrity
and enhancing model performance. Experimental validation on
the Medical-MNIST and CIFAR-10 datasets demonstrates the
effectiveness of RDP-FL, showing its ability to safeguard data
privacy while ensuring high classification accuracy. This work
advances the ongoing efforts to enhance cybersecurity in an
Al-driven landscape.

I. INTRODUCTION

Artificial Intelligence (AI) has become a pivotal force
in modern information security, shaping both attack and
defense strategies. While Al-driven methods enable attackers
to automate cyber threats and exploit system vulnerabilities,
they also strengthen cybersecurity [1] through automated
anomaly detection, predictive threat modeling, and real-time
threat response [2]. One of the most promising Al-driven
privacy-preserving techniques is Federated Learning (FL)
[3], which allows collaborative model training without expos-
ing raw data. However, despite this enhanced data privacy, FL
remains vulnerable to inference attacks, where adversaries
attempt to extract sensitive information from model updates
[4]. To address this vulnerability, FL is often combined with
privacy-enhancing mechanisms such as Differential Privacy
(DP). DP improves security by adding random noise to data
or model updates, making it more difficult to identify individ-
ual contributions. However, excessive noise can negatively
impact model accuracy, so finding the right balance between
privacy and performance is essential.

In our approach, we integrate Rényi Differential Privacy
(RDP) into the FL process to achieve a better trade-off
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between privacy and utility. Training starts locally on client
devices, where each user computes model updates. These
updates are then shuffled to break direct associations between
users and their data. On the server side, we apply moment-
accounted noise scaling before aggregation, making it harder
for attackers to extract sensitive information. Finally, the
server aggregates the processed updates to construct a secure
global model. Although various privacy-preserving tech-
niques like DP have been explored to enhance FL security
[5], traditional DP methods often introduce excessive noise,
which can significantly degrade model performance and util-
ity [6]. Unlike traditional privacy-preserving approaches that
apply fixed noise injection, our proposed framework lever-
ages moment accounted noise scaling, a dynamic technique
that adjusts the privacy budget adaptively based on model
update sensitivity. This strategy optimally balances privacy
protection and model utility, ensuring robust differential pri-
vacy guarantees while minimizing unnecessary noise pertur-
bations. To validate our approach, we conduct comprehensive
experiments on the Medical-MNIST and CIFAR-10 datasets,
demonstrating that RDP-FL consistently outperforms exist-
ing privacy-preserving technique in both privacy protection
and model accuracy. The results confirm the effectiveness of
moment accounted noise scaling in mitigating inference risks
while preserving high predictive performance. By reinforcing
privacy in Federated Learning, our work contributes to the
advancement of privacy-preserving Al systems, highlighting
the need for robust differential privacy mechanisms in the
evolving digital landscape.

Our contributions are summarized as follows:

e We propose RDP-FL, a novel Federated Learning
framework that combines Rényi Differential Privacy
with moment-accounted noise scaling for adaptive pri-
vacy budgeting.

« We enforce a gradient-sensitive, variance-aware noise
mechanism to optimize the privacy-utility trade-off.

e We introduce a novel model based on moment-
accounted noise scaling specifically for enhancing pri-
vacy in Federated Learning.

o We perform comprehensive experiments on benchmark
datasets, showing that RDP-FL outperforms existing
techniques such as SRR-FL in terms of both accuracy
and privacy.

The rest of the paper is organized as follows. Section 2
provides a literature review. Section 3 outlined a detailed
description of the proposed approach. Section 4 describes
the implementation details and results. Section 5 concludes



the paper and presents future perspectives.

II. LITERATURE REVIEW

Federated Learning (FL) is a decentralized machine learn-
ing paradigm that enables multiple clients to collaboratively
train models without exposing raw data [4]. While FL
enhances data privacy by keeping information localized, it re-
mains vulnerable to security threats such as inference attacks,
gradient leakage, and data poisoning. To mitigate these risks,
researchers have integrated Differential Privacy (DP) [5] into
FL, injecting noise into model updates before aggregation [9]
to enhance privacy protection while preserving model utility.
However, adversaries can still infer sensitive information by
analyzing model updates, as demonstrated by membership
inference [7] and model inversion attacks [8], underscoring
the need for stronger privacy mechanisms in FL. Traditional
DP mechanisms ensure that adversaries cannot determine
whether a particular data point was included in the training
process, thereby mitigating privacy risks. Research in [10]
introduced the Gaussian Mechanism-based DP-FL, where
Gaussian noise is added to local model gradients before
aggregation. While this technique provides strong privacy
guarantees, it often degrades model accuracy due to excessive
noise, making it difficult to balance privacy and utility
effectively. To overcome this limitation, Staircase Random-
ized Response (SRR)-FL [4] was proposed, incorporating a
staircase noise distribution to mitigate privacy leakage. While
SRR-FL improves privacy protection, it suffers from high
computational overhead, which hinders scalability in large-
scale FL deployments. Similarly, Local Differential Privacy
(LDP) in FL [11] prevents even the central server from
extracting private information. However, LDP-based methods
introduce significant noise at the client level, negatively
impacting model convergence and overall performance. To
enhance privacy guarantees while preserving model accuracy,
Chamikara et al. [12] propose a LDP protocol designed
for industrial settings in which data is locally perturbed
on each device before training, ensuring privacy without
the need for a trusted central server. Their approach of-
fers stronger privacy guarantees than existing techniques
and demonstrates high model performance even with small
privacy budgets (e.g., € = 0.5). The study also addresses
key challenges related to LDP implementation in FL, par-
ticularly in untrusted environments, with empirical evalu-
ations validating its effectiveness. Recent advancements in
differential privacy mechanisms for FL have further refined
these approaches. Feng et al. [13] proposed a universally
harmonized differential privacy mechanism, which optimizes
noise distribution across different DP methods to improve
both model accuracy and convergence speed. Their research
underscores the importance of adaptive privacy mechanisms,
demonstrating that dynamically adjusting privacy budgets
can significantly enhance FL performance while ensuring
strong privacy guarantees. Building on these advancements,
we introduce Rényi Differential Privacy-based Federated
Learning (RDP-FL), a novel framework that dynamically
regulates privacy budgets using moment accounted noise

scaling to achieve an optimal privacy-utility tradeoff. Unlike
conventional approaches that apply fixed noise levels, RDP-
FL intelligently adapts noise levels based on model update
sensitivity, ensuring that privacy is preserved while minimiz-
ing unnecessary noise perturbations. This method provides
rigorous differential privacy guarantees while improving
model performance. By addressing these critical challenges,
RDP-FL offers a scalable, efficient, and privacy-preserving
solution for Federated Learning. Our framework not only
strengthens protection against inference attacks but also
enhances model performance, positioning it as a promising
approach for secure and privacy-aware Al applications in
distributed learning environments.

IT1I. PROPOSED APPROACH: RENYI DIFFERENTIAL
PRIVACY-BASED FEDERATED LEARNING (RDP-FL)

To address the trade-off between privacy and model per-
formance in FL, we propose Rényi Differential Privacy-based
Federated Learning (RDP-FL). Our approach introduces
moment-accounted noise scaling, which sets it apart from
traditional methods that adjust noise based on fixed schedules
or iterations. Instead, RDP-FL dynamically adapts noise
based on gradient variance, enabling a more responsive, data-
aware privacy mechanism that improves privacy protection
while maintaining model accuracy.

A. Rényi Differential Privacy (RDP)

Rényi Differential Privacy (RDP) [14] is a relaxation
of Differential Privacy (DP) that provides a more flexible
and analytically precise framework for quantifying privacy
loss. Unlike traditional e-DP, which enforces a strict upper
bound on privacy leakage for a single interaction, RDP
leverages Rényi divergence to track cumulative privacy loss
more effectively, making it particularly useful for scenarios
involving multiple iterative computations, such as machine
learning, federated learning, and repeated queries on sensitive
data.

RDP defines privacy loss using the a-Rényi divergence,
which measures the distance between two probability distri-
butions P and @ corresponding to model outputs when a
single data point is included or removed. Mathematically, it

is expressed as:
1 P(x)\“
o |(gg) | o

e D,(P]||Q) represents the Rényi divergence between
distributions P and Q.

e « is the Rényi divergence order, which controls the
trade-off between privacy and utility.

e P(x) and Q(z) are the probability distributions of
outputs under two neighboring datasets.

Da(P|Q) =

where:

One of the main advantages of RDP is its strong com-
position properties, enabling precise and efficient tracking
of cumulative privacy loss over multiple computations. The
RDP accountant accurately quantifies cumulative privacy loss
across iterative computations, which is particularly beneficial



in scenarios involving repeated model updates, such as feder-
ated learning or deep learning applications [15]. Compared to
traditional DP, RDP offers improved composition properties,
providing a better balance between privacy protection and
model utility. These strengths position RDP as an effective
and powerful approach for privacy-preserving Al systems in
practical, real-world scenarios.

B. Overview of RDP-FL

As shown in Figure 1, the RDP-FL framework integrates
a parameter shuffling mechanism [4] to reduce privacy
budget accumulation and moment accounted noise scaling
to enhance privacy while preserving model utility. In this
approach, multiple federated clients train their local models
and generate model updates. Instead of sending these updates
directly to the server, each client shuffles its model param-
eters to prevent any direct linkage between clients and their
updates. After parameter splitting and shuffling, the updates
are forwarded to the server-side, where moment accounted
noise scaling is applied. This ensures that noise is injected
dynamically based on gradient sensitivity before aggregation.
By leveraging Rényi Differential Privacy (RDP) at the server
level, privacy is preserved while maintaining good model
accuracy. Once aggregated, the global model is updated and
redistributed back to the clients for the next training round.
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Fig. 1: Overview of our proposed model RDP-FL

1) Local Model Training and Parameter Shuffling: Each
client performs local training on its private dataset without
sharing raw data. Once training is complete, parameter up-
dates are shuffled before transmission to the server. This step
enhances privacy by breaking the direct correlation between
clients and their updates, reducing the risk of inference
attacks. The local model update follows:
witt = F(wt, Dy, 0) 2)

3

where:

o w! is the local model at client ¢ at round t.
o F(-) is the client specific update function.

e D, is the local dataset at client 7.

o 0 represents the hyperparameters (e.g., learning rate,
batch size, number of local iterations). The parameter
updates are shuffled to obfuscate the origin of the
updates, thereby reducing the risk of adversaries linking
specific updates to individual clients. This shuffling
mechanism is vital in maintaining privacy in a dis-
tributed setting, especially in the presence of inference
attacks.

2) Moment Accounted Noise Scaling for Privacy Preser-
vation: Federated Learning (FL) is a decentralized approach
that reduces the exposure of sensitive client data by keeping
data local. However, FL alone does not inherently ensure
privacy. Traditional DP methods applied to FL typically use
fixed noise injection, which may lead either to excessive per-
turbations that degrade model accuracy or insufficient noise
that compromises privacy. To address this, we introduce a
dynamic moment accounted noise scaling mechanism, which
adapts noise levels based on model update sensitivity, thereby
enhancing both privacy and model utility. This technique
has been explored in other machine learning applications
[16], but its direct application for privacy preservation in FL
has not been extensively studied. Our approach integrates
a dynamic privacy-aware noise scaling mechanism in RDP
with FL before aggregation. Our method leverages RDP to
compute an adaptive noise scale based on the sensitivity of
model updates, allowing us to better regulate noise injection
and improve privacy protection without sacrificing accuracy.
The noise scale o is computed as follows [14]:

___4af
- V2a log(1/4)

where A f represents the sensitivity of the model update,
defined as:
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with D and D’ being neighboring datasets differing by
a single data point, o the Rényi divergence order, and ¢
the privacy loss parameter. The cumulative privacy budget is
tracked as:

Z )
V2« log (1/9)

where A f; represents the gradient sensitivity at iteration
t, dynamically tracking privacy expenditure to ensure more
efficient noise injection while maintaining strict privacy
guarantees. To further stabilize noise injection, we introduce
a dynamic noise adjustment mechanism based on gradient
variance [14], where the noise scale at iteration ¢ is adapted
as:

Boi—1
1+~ Var(VLy)

where [ is a decay factor, v a learning rate-dependent pa-
rameter, and Var(V L) the variance of gradients at iteration ¢.

(6)
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Unlike static noise addition, which may either overprotect or
underprotect model updates, this dynamic adaptation ensures
that noise injection is proportional to gradient sensitivity
changes, leading to a better balance between privacy and
learning efficiency.

Our approach differs from previous works in three key ways.
First, this is the first application of moment-accounted noise
scaling for privacy protection in FL, whereas previous studies
have applied this technique in other machine learning con-
texts without focusing explicitly on privacy in FL. Second,
unlike existing work [4] that uses fixed noise addition, our
method leverages RDP with dynamic noise scaling, achieving
stronger privacy guarantees while maintaining model accu-
racy. Third, our method enables fine-grained noise adaptation
by modulating the noise level based on gradient variance,
effectively avoiding excessive perturbation (which harms
accuracy) and insufficient noise (which weakens privacy).
The decay factor § prevents abrupt fluctuations in noise
levels, stabilizing training [14], while the learning rate-
dependent parameter ~y ensures optimal noise scaling without
excessive perturbation [16]. This approach mitigates the risk
of over-smoothing gradients, which can slow convergence,
while also preventing privacy leakage from underestimated
sensitivity variations. Overall, our proposed noise scaling
mechanism provides a more robust and efficient privacy-
preserving solution for FL, particularly in settings with
heterogeneous client data and varying gradient sensitivities.

3) Privacy-Preserving Model Aggregation at the Server:

After receiving the noisy values, the server aggregates these
differentially private updates using moment accounted noise
scaling to compute the new global model weights. These
updated weights are then shared back with the clients,
enabling them to update their local models while preserving
privacy. The global model is computed as follows:

1 N
wth = = ) 9
N i=1

where:

o N is the number of participating clients.
o w! represents the noisy shuffled model update from
client i.

IV. EXPERIMENTATION AND EVALUATION

Our RDP-FL framework was evaluated on the Medical-
MNIST [17] and CIFAR-10 [18] datasets, covering both
medical imaging and general object classification tasks,
within a privacy-preserving Federated Learning (FL) envi-
ronment. We employed an adapted VGG-like model op-
timized for CIFAR-10 object classification and Medical-
MNIST medical imaging classification, ensuring a balance
between computational efficiency and model accuracy.

As shown in Table I, our experimental setup consisted of
100 federated clients, each training on a partitioned subset
of their respective datasets. For our primary evaluation, we
adopted a privacy budget of ¢ = 5 to balance privacy
and model accuracy. Additionally, we further investigated

TABLE I: Key parameters used for the Medical-MNIST and
CIFAR-10 datasets

Dataset Clients (N) Comm. Rounds (R) Privacy Budget (¢)
Medical-MNIST 100 10 5
CIFAR-10 100 20 5

the impact of varying the privacy budget by conducting
complementary experiments with multiple values of ¢, as
detailed in Section IV-A. The training process involved
10 communication rounds for Medical-MNIST and 20 for
CIFAR-10, during which clients locally updated their models
and transmitted their updates to the central server for secure
aggregation. Differential privacy was applied at the server
side using moment-accounted noise scaling under the RDP
framework. This setup allowed us to evaluate the effective-
ness of RDP-FL, particularly in terms of model accuracy and
the test privacy score. This experimental design facilitated
a comprehensive assessment of our federated learning ap-
proach across datasets with varying complexities, providing
insights into the adaptability and robustness of our privacy-
preserving method.

A. Impact of Privacy Buget Parameter

In our set of experiments, we varied the privacy budget
(e) to observe its impact on model accuracy, following the
evaluation protocol adopted in recent work on LDP for FL
[4]. As shown in Figure 2, higher values of ¢ led to improved
performance across datasets. For Medical MNIST, RDP-FL.
achieved consistently high accuracy, reaching 94% at € =
3 and 96% at € = 5, with only slight improvements as e
increased. In contrast, CIFAR-10 showed a more significant
upward trend, reaching approximately 65% accuracy at e
= 3 and 75% at ¢ = 5, indicating its higher sensitivity to
noise. This trend highlights the trade-off between privacy and
model performance, where larger privacy budgets (weaker
privacy guarantees) lead to better accuracy, particularly ben-
efiting more complex datasets like CIFAR-10, which require
greater data fidelity for optimal performance.
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B. Comparative Evaluation of RDP-FL Model

We selected the Staircase Randomized Response Federated
Learning (SRR-FL), which is based on an LDP mechanism,
as the baseline model due to its recent effectiveness in mit-
igating privacy leakage in FL scenarios [4]. SRR-FL intro-
duces discrete randomized noise to model updates, enhanc-
ing privacy protection without excessively compromising
performance, making it a suitable baseline for comparison.
We compare accuracy and privacy preservation between the
SRR-FL and RDP-FL mechanisms on two datasets: Medical-
MNIST and CIFAR-10, as detailed in Figures 3 and 4.
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Fig. 3: Comparison of Accuracy between SRR-FL and RDP-
FL.

Figure 3 illustrates the test accuracy progression over
multiple communication rounds for both the Medical-MNIST
and CIFAR-10 datasets, under a privacy budget of ¢ = 5. For
the Medical-MNIST dataset (Figure 3a), both SRR-FL and
RDP-FL start with similar accuracy levels at around 60%
in the first communication round. As training progresses,
RDP-FL consistently outperforms SRR-FL, demonstrating
superior learning efficiency. After the fifth communication
round, RDP-FL exhibits a noticeable improvement, gaining a
higher accuracy margin over SRR-FL. By round 10, RDP-FL
reaches an accuracy of approximately 90%, whereas SRR-
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FL.

Comparison of Privacy between SRR-FL and RDP-

FL remains slightly lower at 88%. The accuracy gap between
the two models increases in the later rounds, indicating
that RDP-FL converges faster and generalizes better. The
results confirm that RDP-FL achieves superior performance
compared to SRR-FL while maintaining privacy guarantees,
making it a more effective approach for federated learning
in medical imaging applications. For the CIFAR-10 dataset
(Figure 3b), both methods exhibit a steady increase in ac-
curacy throughout the communication rounds. Initially, their
performance is similar, but as training progresses, RDP-FL
starts to demonstrate a marginal improvement. The highest
accuracy is recorded at round 20, with RDP-FL achieving
about 89%, compared to 87% for SRR-FL. The results
clearly indicate that RDP-FL consistently outperforms SRR-
FL in both datasets. RDP-FL achieves higher accuracy at
every stage, particularly in the later communication rounds,
demonstrating its effectiveness in federated learning with
differential privacy. Figure 4 highlights privacy preservation
using the test privacy score, which corresponds to the cu-
mulative privacy loss e computed as shown in equation 5.
A lower score indicates stronger privacy. For the Medical-
MNIST dataset (Figure 4a), both RDP-FL and SRR-FL start
with high privacy scores, initially fluctuating in the first



few communication rounds. However, as training progresses,
RDP-FL consistently achieves lower privacy scores than
SRR-FL, indicating stronger privacy protection. By round 3,
both models stabilize around 0.3, but from this point forward,
RDP-FL maintains a clear advantage by further reducing
the privacy score, outperforming SRR-FL in privacy preser-
vation. At round 10, RDP-FL achieves a privacy score of
approximately 0.2, whereas SRR-FL remains slightly higher,
confirming that RDP-FL provides better privacy protection
while also achieving superior accuracy. This demonstrates
RDP-FL'’s ability to offer a better trade-off between privacy
and utility, making it a more effective choice for federated
learning in privacy-sensitive applications such as medical
imaging. A similar trend is observed for CIFAR-10 (Fig-
ure 4b), where both methods start at 0.72, but RDP-FL
maintains an advantage throughout training, reaching 0.50
at round 10 (vs. 0.52 for SRR-FL) and stabilizing at 0.42 by
round 20, outperforming SRR-FL’s 0.44, while also achiev-
ing superior accuracy (89% vs. 87%). These results highlight
RDP-FL as a promising approach for federated learning
where both strong privacy guarantees and high model utility
are required. These detailed observations from Figures 3
and 4 highlight RDP-FL’s capability to provide superior
accuracy with efficient convergence, alongside robust privacy
preservation, positioning it as a more practical solution for
sensitive applications, particularly medical image classifica-
tion. The adaptability of RDP-FL in dynamically adjusting
noise levels enables an effective balance between accuracy
and privacy. Additionally, because this adaptive approach
avoids excessive noise, it helps maintain efficient model
convergence, which is particularly beneficial for deployment
in bandwidth and computationally constrained environments.
Thus, RDP-FL adjusts noise based on gradient sensitivity,
effectively balancing privacy and accuracy. By precisely
tracking cumulative privacy loss through RDP, it overcomes
common issues of fixed-noise approaches. Future research
could explore its scalability on larger datasets and assess
its robustness against advanced inference attacks in realistic
settings.

V. CONCLUSIONS

This paper introduced a privacy-preserving Federated
Learning (FL) approach that combines moment-accounted
noise scaling with Rényi Differential Privacy (RDP) to
enhance privacy while maintaining high model accuracy.
The proposed method adjusts the privacy budget based on
the sensitivity of model updates, reducing unnecessary noise
injection while ensuring strong privacy guarantees against
inference attacks. This adaptive mechanism effectively bal-
ances privacy protection and model utility. Our experimental
evaluation on the Medical-MNIST and CIFAR-10 datasets
demonstrates that RDP-FL achieves strong privacy protection
while maintaining high predictive accuracy. The results indi-
cate that RDP-FL provides a good balance between privacy
and utility, making it a promising approach for differentially
private federated learning. Future research could focus on
improving the scalability of RDP-FL for large-scale federated

learning deployments and evaluating its robustness against
adversarial attacks in real-world applications. Additionally,
further enhancements could integrate advanced optimization
techniques to refine the privacy-utility trade-off, making the
model even more efficient. Moreover, investigating its appli-
cability to privacy-sensitive tasks such as medical diagnostics
and financial fraud detection remains an important avenue for
exploration. Future work will also explore the applicability of
our approach to more sensitive medical data such as genomic
datasets, and investigate its scalability to federated networks
with thousands of clients.
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