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Abstract— CAPTCHAs, used to be an important element of
security, are now facing more challenges due to the great ad-
vancements in artificial intelligence. In this paper, we investigate
whether CAPTCHAs are still effective in protecting websites
from automated threats. A deep learning model is suggested to
automatically recognize CAPTCHA embedded characters, with
performance metrics achieving an accuracy of 99.46%, an AUC
of 99.98%, a precision of 99.46% and a recall of 99.43%. These
findings highlight the increasing susceptibility of CAPTCHAs
to sophisticated AI driven attacks and seek to emphasize the
pressing importance of reevaluating CAPTCHA technologies to
guarantee sustainable security.

Index Terms— CAPTCHA, Bot, Deep Learning, Cybersecu-
rity.

I. INTRODUCTION

For long years, CAPTCHAs (Completely Automated Pub-
lic Turing tests to tell Computers and Humans Apart) ) [1],
[2] have been considered as a tool to keep websites and digi-
tal spaces secure by separating human users from automated
bots at the gate of various websites and apps. CAPTCHAs
serve as a barrier against entry and spamming activities
while offering a to use and flexible solution to protect online
platforms. CAPTCHAs serve the purpose of differentiating
between users and automated bots by presenting challenges
that are easy for humans but tough for machines to crack
computationally. These challenges come in several forms like
text-based puzzles where users need to interpret characters,
image-based puzzles that ask users to pick out specific
objects from a group of pictures (for instance, ”Choose all
the images containing traffic lights”) and logical riddles,
like basic math questions. Different variations involve audio
CAPTCHAs that offer spoken words, for transcription, as
well as behavior-based CAPTCHAs that study user actions,
like mouse movements, to understand behavior patterns.
Essentially, a CAPTCHA functions by creating a challenge
on the server end, through algorithms showing this challenge
to the user on their device and confirming the users reaction.
For instance, a server could generate an image containing
text, then, check the users input against the original text to
confirm it. Valid input lets the user move forward. Incorrect
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input leads to rejection. CAPTCHAs are extensively used
across scenarios such as stopping spam submissions in
web forms introducing security measures and authentication
setups hindering bots from launching brute force attacks
or data scraping operations, enforcing fairness in surveys
and thwarting automated account signups, or ticket scalping
activities within e-commerce platforms. Despite being simple
and flexible, in nature CAPTCHAs encounter obstacles.
Over-sophisticated CAPTCHAs might annoy users. Visual
or auditory CAPTCHAs could discriminate against people
with disabilities affecting their access. Despite the difficulties
involved in facing these obstacles, CAPTCHAs continue to
serve as a tool in protecting digital platforms from harm.
Table I sums up the traditional roles played by CAPTCHAs
in mitigating attacks. The extraordinary advancement in
deep learning [3] has completely changed fields such as
image recognition and pattern analysis, and thus constitutes
a huge threat to CAPTCHAs. State-of-the-art deep neural
networks (DNN) can recognize the blurred texts and process
the complex images; thus, they can defeat the CAPTCHAs
mechanisms. Some of the strategies that bots employ include
the use of CNNs or transfer learning which enables the bots
to adapt to new CAPTCHA formats easily. Other techniques
like reinforcement learning help the bots solve the interactive
CAPTCHAs, as well, in a manner that is almost similar
to how a human would proceed. This evolution shows that
there is a rising dilemma for cybersecurity as it is becoming
more expensive and difficult to develop secure CAPTCHAs.
This paper explores the overlap between the progressing AI
technologies and the role of CAPTCHAs in cybersecurity,
moving forward as their effectiveness is being challenged
by AI advancements. It proposes an effective deep learning
model that almost recognizes all Captach scripts and could
perfectly be utilized by bots. It, hence, attracts the attention to
the necessity of reevaluating the significance of CAPTCHAs
in today’s cybersecurity systems [4]–[7]. The end goal of this
paper is to animate the conversation about the limitations of
CAPTCHAs when dealing with advancing AI risks in order
to promote the consideration of stronger security measures
to safeguard platforms.

II. EXPERIMENT

A. Deep learning model

Our deep learning model consists of 10 layers involving a
Dense layer with 128 units, connected to to another Dense
layer with 64 units and culminating in an output Dense
layer with a single unit outcome result. Subsequently, the
data is transformed into a 1 vector through the use of a
Flatten layer before incorporating dropout mechanisms for



TABLE I: Roles of CAPTCHAs in mitigating security risks

Type of Attack Role Explanation
Brute force login
attacks [8]

Prevents
automated
login attempts by
requiring human
verification.

CAPTCHAs ensure that
bots cannot try combina-
tions of usernames and
passwords.

Spam in forms
or comments [9],
[10]

Stops
automated spam
submissions.

CAPTCHAs ensure that
only humans can submit
forms, reducing spam en-
tries.

Ticket scalping
[11]

Prevents bots
from acquiring
tickets in bulk.

CAPTCHAs imposes an
additional verification
layer to ensure fair access
to limited goods.

Credential stuff-
ing [12], [13]

Prevents
automated
attempts to
use stolen
credentials.

By imposing human veri-
fication, CAPTCHAs pre-
vents bots from testing
stolen username-password
pairs.

Web scraping
[14], [15]

Protects against
unauthorized
data extraction.

CAPTCHAs block bots
from harvesting data from
websites.

Fake account cre-
ation [16]–[18]

Ensures that ac-
counts are cre-
ated by humans.

CAPTCHAs help prevent-
ing bots from generating
multiple fake accounts for
malicious purposes.

DDoS Attacks
[19]–[21]

Reduces resource
exhaustion by
verifying human
users.

CAPTCHAs ensure that
only regular human traf-
fic consumes server re-
sources.

mitigating overfitting issues. Moving forward entails adding
a layer containing 1500 units, followed by an activation
ReLU layer and another dropout layer, for additional reg-
ularization purposes. The last Dense layer produces 19 units
to signify the target categories and applies sigmoid activation,
for class classification purposes. Table II provides additional
information about the model layers. Fig. 1 provides a visual
architecture of the model layers and their connections. With
respect to training, Table III provides perception on the
evolution of metrics over epochs (130 epochs were used).

TABLE II: Model layer details

Layer (type) Output Shape Explanation
dense (Dense) (None, 40, 20, 128) Fully connected layer with

128 units
dense 1 (Dense) (None, 40, 20, 64) Fully connected layer with

64 units
dense 2 (Dense) (None, 40, 20, 1) Output layer with a single

unit
flatten (Flatten) (None, 800) Flattens input into 1D vec-

tor
dropout (Dropout) (None, 800) Dropout layer to prevent

overfitting
dense 3 (Dense) (None, 1500) Fully connected layer with

1500 units
activation
(Activation=’relu’)

(None, 1500) Activation function ap-
plied

dropout 1 (Dropout) (None, 1500) Dropout layer to prevent
overfitting

dense 4 (Dense) (None, 19) Fully connected layer with
19 units

activation 1 (Activa-
tion=’sigmoid’)

(None, 19) Final activation layer

Fig. 1: Model architecture

B. Dataset and data preprocessing

In our experiment, we used the CAPTCHA ImagesV2
dataset [22]. The dataset initially contains 1070 CAPTCHA
images, each is of size 200x50 pixels and stored in PNG for-
mat. Each CAPTCHA contains 5 alphanumerical characters.
The file name is the same as the characters contained in the
image. We applied the nine following preprocessing steps to
enhance the CAPTCHA images:

1) Adaptive thresholding to convert all images to binary
and remove uneven lighting;

2) Morphological closing to fill small holes and remove
noise;

3) Dilation to expand white regions and make characters
more distinguishable;



TABLE III: Model training and metric evolution over epochs

4) Gaussian blur to reduce noise and smooth edges;
5) Splitting each CAPTCHA image into five character

segments using slicing. This results in a dataset of 5350
items, overall;

6) Extracting labels for each character from the image
filenames;

7) Normalizing the images by scaling pixel values to the
range [0, 1];

8) Label encoding to convert characters to integers;
9) One-Hot encoding to convert integers into categorical

format (19 categories overall corresponding to the 19
characters used in all CAPTCHA images : [’d’, ’w’,
’3’, ’n’, ’c’, ’7’, ’5’, ’e’, ’p’, ’y’, ’b’, ’8’, ’g’, ’f’, ’m’,
’2’, ’4’, ’x’, ’6’]).

Finally, we split the dataset into training and testing
subsets with a 75-25 split as shown in Fig. 2.

C. Experiment environment setup

During our experiment, we used the Google Colab en-
vironment. We used Python 3 along with Keras and Ten-
sorFlow, as well as CV2, to create and evaluate our deep
learning model and process our data. The cloud based system
of Google Colab, along with its free GPU, allowed us to train
and test quickly. Python 3 gave us an adaptable programming
environment that worked well with the recent libraries.

D. Used metrics

In our experiment, we used the following metrics to assess
our model: Accuracy, Precision, Recall, and AUC (Area
Under the Curve). Below are the formulas and purposes of

Fig. 2: Dataset repartition

each metric, where TP are the true positives, TN the true
negatives, FP the false positives and FN the false positives :

• Accuracy : it measures the overall correctness of the
model by calculating the ratio of correctly predicted
instances (true positives and true negatives) to the total
number of predictions. It is defined as follows:

Accuracy =
TP + TN

TP + TN + FP + FN
(1)

• Precision : it evaluates the model’s ability to correctly
identify positive instances, focusing on minimizing false
positives. It is defined as follows:



Precision =
TP

TP + FP
(2)

• Recall : it measures the capability of the model to rec-
ognize all real positive instances, emphasizing reducing
false negatives. It is defined as follows:

Recall =
TP

TP + FN
(3)

• AUC : it represents the area under the Receiver Oper-
ating Characteristic (ROC) curve, which plots the true
positive rate against the false positive rate. It calculates
the capability of the model to make the difference
between classes.

III. RESULTS

As we can see it in Fig. 3, our ten-layered cracker model
achieves an accuracy of 99.46%, an AUC of 99.98%, a
precision of 99.46% and a recall of 99.43% for previously
unseen CAPTCHA images. The outcomes pinpoint how
the model can handle CAPTCHA effectively and reliably
decodes distorted and noisy CAPTCHA images, as shown
in Table IV. The impressive results demonstrate the usability
of the model for automated CAPTCHA recognition purposes
within bots.

Fig. 3: Model performance

IV. DISCUSSION AND RELATED WORK

Our finding outlined in this paper highlights how
CAPTCHA mechanisms can be defeated by bots using ad-
vanced deep learning techniques. This serves as an additional
warning that echoes the worries expressed in related studies
[23]–[25].

To reinforce CAPTCHA security, key players in the field
have put forward remarkable efforts. A prominent illustration
is reCAPTCHA v.2 [26] from Google which aims to differen-
tiate between users and automated bots. It is heavily based on
cookie and browser history data. It has been widely embraced
on the internet to safeguard websites and servers from
unwanted spam, cloud-based service attacks [27] and DDoS
attacks [28]. Introduced as a better version of reCAPTCHA
v.1, deemed vulnerable [29], [30], it provides users with a

smoother experience while successfully identifying bots and
reducing inconvenience for genuine users. Despite all that,
Plesner et al. [31], as well as other related work [32], have
recently declared that reCAPTCHA v.2 has already been
broken by leveraging advanced YOLO models for image
segmentation and classification.

V. CONCLUSION

This research reveals that CAPTCHAs are no longer as
effective in thwarting automated threats as they once were
believed to be. A learning model showcased performance
in deciphering CAPTCHAs with almost perfect effecacy
and highlights how artificial intelligence advancements are
chipping away at the reliability of this long standing secu-
rity measure. Although CAPTCHAs have been a security
tool for years the found susceptibility raises doubts about
their durability, in a landscape shaped by ever evolving
AI technologies. As AI technology advances further and
further ahead, the challenges of creating CAPTCHAs that
can effectively ward off intrusions are becoming increasingly
complex and costly. These expenses might soon surpass the
benefits they offer. It is crucial for cybersecurity experts to
acknowledge these constraints and seek out approaches to
combat automated bots. This research is aiming to draw the
attention of experts in cybersecurity to think outside the box
and come up with other defense mitigation mechanisms.
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